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Editorial

Dear readers,

The last article in this issue contains a short report about the 32" International Conference
Cybernetics & Informatics 2025, organised by Slovak Society of Cybernetics and Informatics in
Mikulov, Czechia. The conference focuses on latest development in control and information
technologies, related to multidisciplinary fields and industry.

First article is an another summary of running research specialized to early detection of
neurodegenerative diseases by speech recording and analysis. Next four articles are reports from
successful research works of our students at the end of their study. The last article reports about the
construction of industrial system for control and data collection.

We will thank you for contributions - we welcome your latest research results and technical
solutions and we look forward to further collaboration.

Ing. Juraj Stefanovi¢, PhD.
ITA Executive editor
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DETECTION OF NEURODEGENERATIVE DISEASES
FROM SPEECH USING MULTIPLE CLASSES

Barbora Jurkovcova, Eugen RuZicky, Stefan Kozak,
Jan Lacko, Alfréd Zimmermann

Abstract:

Early detection of neurodegenerative diseases such as Alzheimer's disease (AD), mild cognitive
impairment (MCI), and Parkinson's disease (PD) is crucial for timely intervention and improved patient
outcomes. This study presents a machine learning framework for non-invasive diagnosis using voice
signals recorded via smartphones. A machine learning model was developed, trained on the Slovak
EWA-DB database, and evaluated on a large cohort consisting of patients with AD-MCI, PD, and
healthy controls (HC). This model uses multi-class classification, which is more challenging than binary
classification. The model achieved results with 93.5% accuracy, 93.6% sensitivity, and an F1 score of
88.5%, which are comparable to the results obtained from the EWA-DB for binary classification tasks.
These results were achieved through thorough data preprocessing, including stratified sampling by age
and diagnosis, class balancing through synthetic oversampling of minority classes, and dimensionality
reduction through principal component analysis while preserving key information. We plan to apply the
results independently of the multi-category classification of AD, MCI, and HC for non-invasive
screening strategies in clinical practice. The proposed approach highlights the potential of speech
biomarkers in combination with machine learning to improve early diagnosis across multiple classes.

Keywords:

Artificial intelligence, machine learning, smartphone application, EWA-DB database,
detection of neurodegenerative diseases.

A Introduction

Digital biomarkers represent a revolutionary tool in clinical decision-making, as they enable
accurate, objective and continuous measurement of patients' health status using smartphones and
wearable devices. These technologies can detect subtle motor, cognitive and speech changes that are
often imperceptible by traditional methods. Speech signals such as changes in rhythm, pitch or
articulation are showing promise in the diagnosis of neurological disorders such as Alzheimer's
disease (AD) and Parkinson's disease (PD). Thanks to artificial intelligence and machine learning,
these features can be analysed automatically, increasing accuracy and reducing the burden on clinical
staff.

Alzheimer's disease is the most common type of dementia, and other health problems can
manifest in addition to cognitive impairment. The process of predicting the disease is time-
consuming and in the early stages of Alzheimer's disease, mild cognitive impairment (MCI) can be
diagnosed as a very mild manifestation of the disease. Speech impairment is one of the earliest
symptoms of AD patients. Many studies have demonstrated the potential of automated acoustic
assessment using acoustic and linguistic features extracted from speech.

This is an open access article under the CC BY-NC license 3
https://creativecommons.org/licenses/by-nc/4.0/



https://creativecommons.org/licenses/by-nc/4.0/

B Barbora Jurkovcova, Eugen RuZicky, Stefan Kozdik, Jan Lacko, Alfréd Zimmermann

A 1 Analysis of Alzheimer's and Parkinson's Disease Prediction
Based on Speech

In this section, we focus on significant advances and applications of machine learning in the
detection of AD, MCI, and PD between 2000 and 2025, highlighting the best results achieved in the
detection and prediction of these neurodegenerative diseases.

1.1 Analysis of Research for the Prediction of Alzheimer's Disease

Studies using automatic speech recognition (ASR) have focused on improving AD
classification. The ADReSS (2020) and ADReSSo (2021) challenges evaluated speech-based
cognitive decline detection [1, 2, 3]. ADReSS achieved 88% accuracy using only transcriptions
without audio, and by combining audio with text features, accuracy increased to 93.8% [4]. Although
manual transcriptions achieve the highest accuracy, ASR outputs were comparable to them [5]. A
thoroughly tuned BERT model on ASR transcriptions achieved similar performance to manual
transcriptions [6]. The study [7] compared three ASR systems (Google Speech, Whisper, and
Wave2vec2), and Google achieved the highest accuracy of AUC 0.87.

The latest research on Alzheimer's disease and mild cognitive impairment [8] has focused
more on the use of digital biomarkers for early diagnosis, reviewing 431 studies from five online
databases. The research also focused on the use of automated speech analysis as a non-invasive
biomarker for early diagnosis of AD in other languages. We focused mainly on studies with a larger
number of AD cases. The study [9] analysed the acoustic characteristics of speech in 8779 Japanese
seniors who read short sentences, and machine learning achieved a classification accuracy of AUC
0.61-0.77 in distinguishing MCI from healthy controls, with individuals with global cognitive
impairment defined using the MMSE in the range of 20-23. In the publication [10], they applied a
simple phonemic verbal fluency task in Thai to 100 individuals and proposed new feature extraction
methods based on phonemic grouping and switching, achieving 65.5% accuracy in MCI
classification.

Yamada et al. [11] compared speech responses to everyday questions in 94 Japanese
participants with neuropsychological tasks and found that everyday questions can detect MCI with
87.4% accuracy. A study [12] of an NLP model based on simple picture description tasks in Slovak
recorded using a smartphone achieved 95% accuracy in AD classification after balancing the data of
healthy and AD individuals in a sample of 1117 people, of whom approximately 10% were diagnosed
with AD and MCI. The study [13] used lexical-semantic and acoustic speech characteristics to
identify MCI and AD in the early stages in participants from an English-speaking population in the
US, with lexical-semantic scores achieving an AUC of 0.80 and correlating with amyloid-8
biomarkers in cerebrospinal fluid. Ambrosini et al. [14] conducted a multilingual study in Italy and
Spain with 133 participants, where automatic analysis of spontaneous speech enabled the
classification of cognitive decline with 84% accuracy in participants with mild impairment. In their
publication [15], they implemented a speech analysis algorithm in a Spanish-speaking population
using five language tasks and machine learning, achieving an AUC of 0.93 and 88.4% accuracy in
distinguishing MCI and dementia from healthy individuals.

1.2 Analysis of Research for the Prediction of Parkinson's Disease

Parkinson's disease, the second most common neurological disorder after AD, causes not only
movement disorders but also speech disorders. Changes in speech, such as reduced volume, slurred
speech, or changes in speed, can serve as early and non-invasive indicators of the disease.
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Research in the field of PD diagnostics has shifted significantly towards the use of speech
signals as a non-invasive biomarker. In a review study [16], the authors focused on the current state
of research in the field of clinical decision-making using speech signal analysis in AD and PD. Based
on selected clinical and technical criteria, an analysis of 72 selected studies on the latest
developments in the field of early warning of PD based on speech was performed.

Zhang et al. [17] developed a mobile system for analysing linear and nonlinear dysphonia
features, achieving 88.7% accuracy in a large Chinese cohort and deploying it via a mobile app,
enabling practical telemedicine applications. In the US, a web-based PD screening framework with
a short speech task using XGBoost model [18], reached an AUC of 0.753, with interpretable outputs
via additive explanations. Vasquez-Correa et al. [19] integrated speech and movement signals into
end-to-end deep learning, with models trained on smartphone and laboratory data achieving more
than 92% accuracy. A Chinese study [20] using 3-second /a/ and /u/ vowels and a FastAl deep
learning model reported 82% accuracy. Wang et al. [21] applied LASSO-based feature selection and
ML classifiers, achieving 76% accuracy and highlighting articulation as more discriminative than
phonation. A study [22] conducted as part of the EWA research project obtained data from a mobile
application and balanced the originally unbalanced data set (117 PD vs. 944 HC), achieving the best
PD detection result with an accuracy of 96.9%. An Italian study using SVM analysed voice across
PD stages [23], identified clinical-instrumental correlations, quantified L-Dopa effects, and achieved
98.3% accuracy.

A Chinese study [24] using three PD datasets and advanced speech processing achieved up to
95% diagnostic accuracy, identifying key variable features. Hemmerling et al. [25] applied Vision
Transformers to mel-spectrograms with explainable Al, reaching 89.8% accuracy and improving
model interpretability. These findings confirm that combining high-quality voice data with advanced
algorithms enables effective, accessible, and interpretable PD diagnostics.

A 2 Analysis of Data from the EWA-DB Database
Using Machine Learning Methods

Phones and tablets are becoming increasingly important in predicting neurological diseases.
As part of our collaboration on the EWA project [26] with AXON PRO and the Institute of
Informatics of the Slovak Academy of Sciences in Bratislava, we used smartphones to record healthy
and sick patients with AD, MCI, and PD. We created the EWA-DB database, from which we used
data to analyse the detection of three classes: HC, AD-MCI, and PD.

2.1 EWA-DB Database for the Diagnosis of Alzheimer's and Parkinson's Disease

As part of the EWA project, the EWA-DB database was created to process speech parameter
data and evaluate parameters to distinguish between the speech of healthy people and people with
cognitive disorders. The database is supplemented and modified in line with the latest research, as is
the resulting mobile application for smartphones [26]. EWA-DB is a Slovak database of voice
recordings created for the purpose of researching the early diagnosis of neurodegenerative diseases,
particularly Alzheimer's disease, mild cognitive impairment, and Parkinson's disease [27, 28]. The
database contains various speech tasks: phonation of the vowel "a", diadochokinesis "pa-ta-ka",
naming of objects and activities, and description of pictures.

The database also contains detailed demographic data, cognitive test results (e.g., MoCA),
and information on meeting the inclusion criteria. Transcriptions were first automatically generated
and then manually edited and annotated by trained annotators.
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Annotations recorded various types of hesitations, unspoken sounds, unclear expressions,
phonetic errors, and distracting sounds.

EWA-DB is publicly available through the ELDA platform and represents a significant
contribution to the development of automated systems for the diagnosis of neurodegenerative
diseases based on speech [27]. Due to its scope, quality, and linguistic specifics, it is suitable for
research in the fields of artificial intelligence, linguistics, psychology, and clinical neurology.

2.2 Preprocessing and Feature Scaling

The extracted acoustic and linguistic features from EWA-DB are high-dimensional and
exhibit non-uniform, heavy-tailed distributions. To ensure numerical stability of the models and
reduce the influence of outliers, we applied Quantile Transformer scaling [29]. This transformation
maps each feature to a target uniform or normal distribution, which reduces skewness and extreme
values, thereby improving the convergence of linear classifiers.

The choice of Quantile Transformer was motivated by its demonstrated robustness in prior
research [12, 22], where it consistently outperformed linear scaling approaches on imbalanced,
speech-derived datasets. We also compare the quantile transformer with Min-Max and Max-Abs
scalers. In our comparative experiments, alternative linear scalers such as Min-Max or Max-Abs
resulted in lower performance, particularly in sensitivity and MCC. Therefore, Quantile Transformer
was selected as the default scaling method throughout all models.

Principal component analysis (PCA) is a linear dimensionality reduction method that
transforms the original variables into a new set of orthogonal components, ranked according to the
amount of explained variability [30]. The algorithm involves standardising the data, calculating the
covariance matrix, and finally projecting the data into a lower-dimensional space. PCA allows you
to simplify the data structure, remove redundancy, and highlight the most important patterns in the
data, which is especially useful in data preprocessing and classification.

2.3 Synthetic Minority Oversampling Technique

The dataset is strongly imbalanced, with healthy individuals substantially outnumbering
patients with AD-MCI or PD. This imbalance poses a risk of bias in the classifier toward the majority
class, which is why we used a similar approach to that used in studies [12, 22]. To address this issue,
we employed Synthetic Minority Oversampling Technique (SMOTE) during the training phase [31].
SMOTE synthetically generates new samples of the minority classes (AD-MCI and PD) in feature
space, which results in a more balanced class distribution.

By enriching the dataset with additional minority samples, this approach mitigates the risk of
majority-class dominance and improves the model’s ability to detect early neurodegenerative
changes in at-risk participants.

2.4 Application of Machine Learning Algorithms to Speech Analysis from EWA-DB

Machine learning (ML) methods and algorithms are effective tools in the diagnosis and
treatment of various neurodegenerative diseases. In the case of some of these diseases, it is possible
to estimate the current condition of the patient by analysing speech signals using ML techniques. For
this reason, it is essential to pay attention to data preparation and preprocessing, including the use of
scaling and normalization techniques.
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One of the primary objectives of this study is to design and implement preprocessing
procedures tailored for speech-based diagnostic modelling. To this end, we employed the Stochastic
Average Gradient Augmented algorithm (SAGA) that integrates the strengths of various gradient-
based techniques [32].

SAGA is particularly well-suited for weakly convex problems, requiring no manual
adjustments, and it automatically adapts to the convexity level of the objective function. Its fast linear
convergence and scalability make it an effective choice for large and sparse datasets commonly
encountered in machine learning applications.

2.5 Methodological Framework and Evaluation Metrics for Diagnostics

However, the success of these methods essentially depends on the quality of the input data
processed by the selected algorithm. To solve complex diagnostic tasks in selected neurodegenerative
diseases, such as Alzheimer's and Parkinson's disease, the research team EWA-RT has developed
and verified a general methodological framework. It uses a system of support programs (in Python)
with a modular, interactive, and adaptive structure that allows the assessment of the disease status
based on input data (Fig.1). For a comprehensive and clinically meaningful evaluation of the
diagnostic capabilities of the multidimensional class model, we used a set of performance metrics:
accuracy, sensitivity, specificity, and F1 score, each of which reflects a different dimension of
predictive reliability [33, 34]. The Matthews correlation coefficient (MCC) extends the binary form,
allowing for the evaluation of multi-class classification. It remains robust even when classes are
significantly imbalanced and is particularly suitable for tasks in biomedicine and bioinformatics,
where multi-class predictions with uncertain data are common [35].

Evaluation
Accuracy
Sensitivity
Specificity
F1

L‘ mce

Machine learning model
Logistic regression
multinomial

Measured speech Preprocessing of features
— R
data Quantile Transformer

-

-_.

Train/validation split

Model: stratified >
representative

Balancing of training
data
SMOTE oversampling

Dimensionality reduction
PCA

Fig.1. Block diagram of the ML modular system for detecting neurodegenerative diseases.

(Fig.1) presents a block diagram of the proposed machine learning pipeline for speech-based
detection of Alzheimer’s and Parkinson’s diseases. The process begins with feature preprocessing
and normalization using the Quantile Transformer to reduce noise and scale features. The dataset is
then divided into training and validation subsets using a stratified representative split to preserve the
class distribution. To address class imbalance, the SMOTE oversampling algorithm is applied
exclusively to the training subset, ensuring that no synthetic samples are introduced into the
validation data and thus preventing data leakage. Subsequently, dimensionality reduction is
performed using Principal Component Analysis (PCA), followed by training a multinomial logistic
regression model with SAGA optimization and L1 regularization. Model performance is evaluated
using clinically relevant metrics, including Accuracy, Sensitivity, Specificity, F1-score, and the
Matthews correlation coefficient (MCC). The final output represents a predictive model capable of
classifying new speech recordings.
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A 3 Classifying Neurodegenerative Diseases
Based on Speech in Multiple Classes

To evaluate the effectiveness of machine learning for the early detection of neurodegenerative
diseases from speech data, we developed and tested logistic regression—based classification model
using the EWA-DB dataset. The dataset consists of high-dimensional acoustic and linguistic
descriptors extracted from speech recordings, with participants labelled as healthy (HC), AD with
mild cognitive impairment (AD-MCI), and Parkinson's disease (PD). Given the extreme
dimensionality of the feature space (over 169 thousand features) and the inherent class imbalance
(HC » AD-MCI, PD), a standardized preprocessing pipeline was applied across both models to
ensure comparability. Input features were scaled using a Quantile Transformer to normalize skewed
distributions, and SMOTE oversampling was used to balance the minority classes (AD-MCI, PD)
with the majority class HC. Dimensionality was then reduced with PCA, with thresholds between
82% and 95% of explained variance systematically evaluated. The model was trained using
multinomial logistic regression with L1 regularization, optimized using the SAGA solver, which is
suitable for high-dimensional problems with low density. The results shown in (Tab.3) showed the
difference in training and testing accuracy as an additional indicator of stability to assess potential
overfitting.

3.1 Stratified Selection of the Most Representative Samples

Our first idea was to build the validation set from the most representative cases; while keeping
the more diverse/borderline cases for training so the model would learn robust decision boundaries.
We therefore used a stratified split over two factors: diagnostic category (HC, AD-MCI, PD) and age
bin (24-50, 51-60, 61-70, 71-80, 81-97). Each unique combination of diagnosis with age bin forms
one stratum (e.g., “PD and 61-70”), (Tab.1), (Tab.2).

Within every stratum we measured the distance between samples in the scaled feature space
and computed, for each sample, its average distance to all other samples in the same stratum. Samples
with the smallest average distance (i.e., closest to the stratum centroid, thus most “typical”) were
selected into the validation set; the remainder stayed in the training set. We selected 20% per stratum
this way. The result is a validation set that faithfully reflects the population structure, and a training
set enriched with more heterogeneous and boundary-case samples, which improves learning of
discriminative class boundaries.

Table 1. Distribution of samples in the training and testing sets by diagnosis.

Dataset HC MCI-AD PD Total samples
Training set 823 96 129 1048
Validation set 204 24 31 259

Table 2. Distribution of samples in the training and testing sets by age bins.

Dataset 24-50 51-60 61-70 71-80 81-97 Total samples
Training set 25 290 398 243 92 1048
Validation set 7 73 98 59 22 259
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The dataset was divided into a training set (1048 samples) and a validation set (259 samples).
The distribution by diagnostic categories is summarized in (Tab.1), while the distribution by age bins
is shown separately in (Tab.2). As shown in (Tab.1) and (Tab.2), the dataset was imbalanced, with
healthy individuals forming the majority class. Most participants fell into the 51-70 age bins, while
extreme bins (24—50 and 81-97 years) were sparsely represented. Preserving this demographic
structure was essential, as speech features are strongly age-dependent and could bias classification if
unevenly represented.

3.2 Machine Learning and Validation Workflow for Detecting AD-MCI and PD

To handle class imbalance, we applied SMOTE algorithm, which synthetically expanded the
minority classes and yielded a balanced training set. Finally, we applied Principal Component
Analysis (PCA) to reduce dimensionality. Out of the original more 169 thousand extracted features,
PCA retained only 330 principal components while preserving 82% of the variance in the data (see
(Tab.3). This dramatically reduced computational complexity and eliminated redundant or noisy
features, while maintaining most of the clinically relevant information.

To further control overfitting in the high-dimensional feature space, the logistic regression
model was trained with L1 regularization, which promotes sparsity by shrinking non-informative
coefficients toward zero and thus performs embedded feature selection. For optimization we
employed the SAGA algorithm, a stochastic variant of gradient descent that is particularly well-suited
for large-scale and sparse problems. This combination enabled efficient training while focusing on
the most discriminative speech features, further improving model generalization.

Learning Curve — Accuracy Learning Curve — Sensitivity (macro)
98 98
96 96
94 94
92 2
> z
8 9 29
g 2
2 &
88 88
86 86
84 84
—e— Training score —e— Training score
82 CV score 82 CV score
250 500 750 1000 1250 1500 1750 2000 250 500 750 1000 1250 1500 1750 2000

Number of samples in the training set Number of samples in the training set

Fig.2. Cross-validation learning curves (accuracy and sensitivity).

To evaluate whether this training strategy leads to robust learning, we first inspected cross-
validation learning curves (Fig.2). Both accuracy and macro-sensitivity increased steadily with larger
training sets, while the gap between training and validation narrowed. This indicates that the model
benefited from additional data and avoided severe overfitting, achieving good generalization
capacity.

A complementary hold-out learning curve with the independent test set (Fig.3) further
confirmed that test accuracy remained stable (approx. 92-93%) as the training size increased,
supporting the stability and reproducibility of the model.
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Hold-out Learning Curve (Accuracy)

—@— Train Accuracy
Test Accuracy

96

94

Accuracy (%)

90

88

20 40 60 80 100
Training set size (%)

Fig.3. Hold-out learning curve on the independent test set.

The multinomial logistic regression model trained with this configuration achieved:

e Accuracy: 93.5%, Sensitivity: 93.6%, F1 Score: 88.5%
e MCC: 83.7%

(Fig.4) presents the confusion matrix for Model 1. The results demonstrate that the classifier
performed consistently well across all three diagnostic categories.

e HC (class 0): The vast majority of samples (961) were correctly classified,
with only a small proportion being misclassified.

e AD-MCI (class 1): Nearly all cases were correctly identified (115),
with only 5 false negatives.

e PD (class 2): Most patients were classified correctly (146),
with just a handful of errors.

Overall, the confusion matrix indicates a balanced and reliable performance across HC, AD-
MCI, and PD participants. The strong diagonal dominance shows that the model not only detected
the majority class accurately but also maintained high precision and recall for the minority classes,
which are most critical in early neurodegenerative disease detection.

Receiver operating characteristic (ROC) analysis in (Fig.5) demonstrated high separability
among all three classes. The area under the curve (AUC) was 0.989 for healthy controls, 0.996 for
AD-MCI, and 0.988 for PD, with a macro-average AUC of 0.991. These findings further confirm
that the classifier achieves both robust and clinically meaningful performance for the early detection
of neurodegenerative disorders. The results indicate that representative stratified sampling, in
combination with balanced training data and dimensionality reduction, enables reliable classification
of neurodegenerative risk based on speech-derived features.

10
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Confusion Matrix

Predicted

HC AD PD

AD 5 115 0

Actual

6 8 146

Fig.4. The confusion matrix shows results for three classes: HC, AD-MCI, PD.
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Fig.5. ROC curves for classes: Class 0 = HC, Class 1 = AD-MCI, Class 2 = PD.

3.3 Controlling Overfitting via PCA Variance Thresholds

To investigate the influence of dimensionality reduction on classification performance, we
systematically varied the proportion of variance retained by PCA. Several thresholds were tested
(70%, 75%, 82%, 85%, 88%, 90%, 92%, 95%), while keeping all other parameters constant (SMOTE
oversampling, Quantile Transformer scaling, and logistic regression with L1 regularization).
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For enhanced interpretability, (Tab.3) presents both the percentage of retained variance and
the corresponding number of features (principal components) obtained after dimensionality
reduction. This representation illustrates how the originally high-dimensional feature space was
effectively compressed to a minimal set of features, while preserving most of the informative content
in PCA %.

The primary evaluation criterion was performance on the independent test set, assessed by
Accuracy, Sensitivity, F1 score, and MCC. We also considered the difference between training and
testing accuracy, as this reflects the degree of overfitting or underfitting. The optimal configuration
should therefore combine strong testing performance with a limited difference between training and
testing accuracy.

As summarized in (Tab.3), the most advantageous Accuracy difference between training and
testing (4.5 and 4.8, respectively) was observed at 82% and 85% PCA, as it optimizes the lowest risk
of overfitting while maintaining competitive performance across all metrics. Although higher PCA
thresholds (88%—92%) yielded slightly better F1 and MCC scores in the complete dataset, they also
showed a larger difference between training and testing of more than 5%, indicating overfitting.
Based on the balance between robust testing performance and model stability, PCA variance
retention at 82% was chosen as the final model configuration.

Table 3. PCA is reported as retained variance (%)
and the resulting number of features and corresponding metrics in %.

Accuracy e

0,

PCA % No. features Train-Test Gap Sensitivity F1 Score MCC
70 % 175 35 90.3% 83.2 75.7
75 % 223 42 92.3 85.8 79.6
82 % 330 45 93.6 88.5 83.7
85 % 396 4.8 94.1 89.4 85
88 % 478 5.1 94.4 90.4 86.3
90 % 544 5.6 94.2 90.3 86.2
92 % 619 5.6 94.3 90.6 86.6
95 % 715 5.7 94.3 90.6 86.6

3.4 Alternative Sampling and Scaling Methods

In addition to evaluating different PCA thresholds, we systematically compared alternative
data preprocessing strategies for the proposed model. The default pipeline combined SMOTE
oversampling with Quantile Transformer scaling. To assess the robustness of this configuration, we
substituted SMOTE with ADASYN for synthetic minority oversampling and replaced the Quantile
Transformer with linear scaling methods (Min-Max and Max-Abs). All other pipeline components,
including the logistic regression classifier and PCA-based dimensionality reduction, remained
unchanged.

As summarized in (Tab.4), none of the alternative pipelines outperformed the default
configuration. Specifically, ADASYN consistently resulted in lower sensitivity and MCC values,
indicating reduced effectiveness in capturing minority classes. Similarly, Min-Max and Max-Abs
scaling underperformed compared to the Quantile Transformer, underscoring the importance of
nonlinear feature transformation for the highly skewed distributions present in the EWA-DB speech

12
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data. These findings confirm that the combination of SMOTE oversampling and Quantile
Transformer scaling provides the most reliable preprocessing strategy for simultaneous AD-MCI and
PD detection.

Table 4. Comparison of alternative sampling and scaling methods for the model.

Sampling Scaling Accuracy Sensitivity F1 Score MCC
ADASYN Min-Max 84.3% 85.4% 76.4% 65.3%
ADASYN Max-Abs 83.9% 87.4% 76.4% 66.0%
SMOTE Min-Max 83.1% 84.5% 74.9% 63.4%
SMOTE Max-Abs 84.9% 85.4% 76.7% 66.3%

A 4 Discussion

In recent years, several solutions have been developed in the field of neurodegenerative
disease detection, with the EWA-RT research team achieving comparable or higher accuracy than
published studies. The discussion includes a comparison of selected results from the EWA-DB
database with existing solutions, with the EWA-RT team's approach representing a new method of
multi-class AD and PD detection based on linguistic and lexical characteristics from the EWA-DB
database. The variability of speech tasks, extensive recordings, and detailed annotations provide a
solid basis for evaluating algorithms and methodologies, enabling results comparable to international
research.

The similar study from 2024 presented an automated speech analysis algorithm for detecting
cognitive impairment (MCI and dementia) in Spanish-speaking individuals [15], Participants
completed four short speech tasks, picture description ("Cookie theft"), phonemic fluency (words
beginning with "F"), alternating semantic fluency (fruit and sports), and semantic fluency (animals),
via a web or mobile application in less than five minutes. The recordings were processed using
speech-to-text transcription and digital signal processing to extract acoustic and linguistic features.
The final machine learning model achieved high classification performance: accuracy of 87.5—
88.4%, sensitivity of 83.3—87.5%, and specificity of 89.2%.

Using the proposed methodology, the EWA-RT team achieved excellent classification results
from the EWA-DB dataset, distinguishing patients with Alzheimer's disease, mild cognitive
impairment (AD-MCI), and Parkinson's disease (PD) from healthy control subjects. The model
achieved an accuracy of 93.3%, with a specificity of 93.5%, an F1 score of 88.4%, and a Matthews
correlation coefficient of 83.2%. These results were enabled by rigorous data preprocessing,
including stratified sampling by age and diagnosis, noise reduction and overfitting mitigation
techniques, class balancing using SMOTE, and dimensionality reduction via principal component
analysis while preserving key information.

Concurrently, multiple studies have examined the utility of the EWA-DB database for the
prediction of Parkinson’s disease (PD). In 2022, the EWA-RT team demonstrated the effectiveness
of machine learning in speech-based neurocognitive assessment of PD, achieving a classification
accuracy of 96.9%, specificity of 89.3%, and Matthews correlation coefficient (MCC) of 83.2% [22].
The best results were achieved using linear regression in combination with Quantile Transformer
scaling.

Further research explored cross-linguistic differences between Spanish and Slovak in the
selection of acoustic features relevant to PD detection, utilizing data from the EWA-DB and PC-
GITA datasets [36, 37]. The highest predictive performance within EWA-DB was obtained by
combining optimized feature sets with spontaneous speech, resulting in an accuracy of 69.6% [36].
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Additionally, the BDHPD study [37] introduced a novel deep learning architecture designed
to enhance language generalization through self-supervised representation learning and
transformation mechanisms. In its best single-language configuration, BDHPD achieved an accuracy
of 83.6% and an F1 score of 70.3%.

Future work should focus on several directions to improve the EWA-DB framework.
Extending the approach to preliminary classification by including Alzheimer's disease and mild
cognitive impairment as separate classes alongside healthy controls would im-prove differentiation
at an early stage. Similarly, distinguishing early-stage Parkinson's disease (PD) from HC is essential
for early intervention. Combining linguistic characteristics with biomarkers such as neuroimaging,
acoustic data, and cognitive scores could in-crease robustness and interpretability. The incorporation
of longitudinal modelling to capture the temporal dynamics of disease progression (HC — MCI —
AD or PD) would support predictive diagnostics and personalized treatment strategies.

A Conclusion

Future research should focus on expanding the EWA-DB database with long-term records of
healthy individuals and patients, which will significantly advance the prediction of non-invasive
diagnostic methods. The automatic speech database creation system allows speech to be collected
from individuals in their home environment using common devices such as smartphones or laptops.
This approach supports the automatic processing of voice responses in any language, including
Slovak, and significantly reduces the cost and time required to create specialized speech databases.
Such processing will enable rapid and longitudinal analysis of clinical data, allowing for disease
prediction, personalized approach, and therapy design, thereby minimizing adverse effects.
Ultimately, clinical interpretability remains essential for real-world application. The development of
explainable Al techniques that provide transparent and clinically meaningful insights will be key to
building trust and integration into healthcare workflows.
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A Abbreviations

AD Alzheimer’s Disease

ADASYN Adaptive Synthetic Sampling

ADReSS Alzheimer’s Dementia Recognition through Spontaneous Speech
ADReSSo Alzheimer’s Dementia Recognition through Spontaneous Speech only
Al Artificial Intelligence

ASR Automatic Speech Recognition

AUC Area Under the Curve

BDHPD Bilingual Dual-Head Parkinson’s Disease Model

EWA project: Early Warning of Alzheimer

EWA-DB Early Warning of Alzheimer Database
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EWAT Faculty of Informatics: EWA - Team

F1 F1 Score (Harmonic Mean of Precision and Recall)
HC Healthy Controls

LASSO Least Absolute Shrinkage and Selection Operator
MCC Matthews Correlation Coefficient

MCI Mild Cognitive Impairment

ML Machine Learning

MMSE Mini-Mental State Examination

MoCA Montreal Cognitive Assessment

PCA Principal Component Analysis

PD Parkinson’s Disease

SAGA Stochastic Average Gradient Augmented

SMOTE Synthetic Minority Oversampling Technique
SVM Support Vector Machine

Wave2vec2 Wav2Vec 2.0 (Self-Supervised Speech Representation Model)
XAI Explainable Artificial Intelligence

XGBoost Extreme Gradient Boosting
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BRIDGING THE LANGUAGE GAP: EVALUATING AND
ENHANCING SLOVAK LANGUAGE SUPPORT
IN LARGE LANGUAGE MODELS

Patrik Skovajsa

Abstract:

This study investigates the current level of Slovak-language support in large language models (LLMs)
and proposed practical pathways toward high-quality, resource-efficient deployment. I benchmarked
several state-of-the-art open-source and commercial LLMs on a newly created set of 100 Slovak ques-
tions covering grammar, semantics, style, slang, translation, and complex constructions. I evaluated the
answers automatically with OpenAl GPT-40-mini. Results show that Google Gemma 3 27 B achieves
near parity with GPT-40 while running on a single high-end GPU, outperforming LLaMA 3.1 70 B by
27 percentage points in overall quality and cutting latency by a factor of four. My findings highlight
Gemma 3 27 B as the best current trade-off for Slovak, while underscoring the strategic need for a
dedicated Slovak LLM built on open resources.

Keywords:

Slovak language, large language models, language evaluation, Gemma 3, natural language processing.

A Introduction

Slovak, like many typologically related languages, presents unique challenges when deploy-
ing large language models (LLMs) without task or language-specific fine-tuning. Current
open-source models such as Meta LLaMA 3.1 with 70 billion parameters or Mistral-Large demand
substantial computational resources in both training and inference. A recent leap in model quality
most noticeably in Google’s Gemma 3 family, and especially the 27 billion-parameter varian sug-
gests that these obstacles can be mitigated. Gemma 3 supports more than 140 languages and was
explicitly designed for efficient single-machine deployment.

Multilingual encoder—decoder architectures like mTS5 already cover up to 101 languages, in-
cluding Slovak. Without any additional adaptation they perform competitively in downstream tasks
such as text classification, structured prediction, and open-domain question answering [1].

For the Slavic language group there exist models that have been tuned explicitly, for example
XLM-R, which achieves state-of-the-art results in named-entity recognition, normalization, and en-
tity linking across Czech, Polish, and Russian. With F: scores reaching 0.914 for Czech, these results
indicate a strong likelihood of comparable success on Slovak data sets [2].

A fully Slovak-centric approach is represented by SlovakBERT, a RoBERTa-style trans-
former trained on a large Slovak web corpus. SlovakBERT attains excellent performance in mor-
pho-syntactic tagging, sentiment analysis, document classification, and semantic textual similarity,
and therefore constitutes a valuable building block for the Slovak NLP community [3].

Broader multilingual models such as mGPT, trained on Wikipedia and the C4 corpus in 61
languages, have demonstrated credible zero-shot performance in low-resource settings.
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Although Slovak was not a primary training target, the model’s cross-lingual capabilities
make it attractive for general NLP tasks that do not warrant Slovak-specific fine-tuning [4].

Among the models directly optimised for Slovak, mistral-sk-7 a fine-tuned derivative of Mis-
tral-7B trained on the Araneum Slovacum VII Maximum corpu provides a solid foundation for fur-
ther customisation [5]. Iteratively fine-tuning such medium-sized backbones, including Mistral and
Gemma, was emerged as a pragmatic route toward high-quality Slovak LLMs.

Progress on evaluation resources has kept pace. SK-QuAD, the first manually curated Slovak
question-answering data set, contains over 91 000 factoid questions aligned with the SQuAD v2.0
format. By providing unanswerable questions and “plausible distractor” answers in addition to posi-
tive examples, SK-QuAD significantly improves zero-shot accuracy of multilingual models on Slo-
vak QA tasks [6].

Complementary language-specific optimisations are equally important. The Slovak Morpho-
logical Tokeniser (SKMT), a byte-pair-encoding (BPE) variant that preserves stem integrity, can
markedly boost downstream performance [7].

Like many non-dominant language communities, Slovakia faces systematic barriers to adopt-
ing state-of-the-art Al. Model training data rarely include sufficient Slovak text, and the few closed
models that do support Slovak are unavailable for security-sensitive or confidential deployments. As
a result, public institutions and companies struggle to exploit LLMs fully.

The European Union has begun to address this gap by creating funding frameworks for na-
tional-language models. Yet, Slovak development is complicated by the prevalence of Czech in
shared corpora; close linguistic proximity often leads LLMs to conflate the two languages unless
explicitly disambiguated. This phenomenon is common across closely related languages and under-
scores the need for models that can make finer distinctions.

Even where open-source models nominally support Slovak, practical use may be impossible:
LLaMA 3.1-70B, for example, requires more than 200 GB of GPU memory merely to run inference.

Finally, conventional automatic metrics such as BLEU and ROUGE designed around Eng-
lish—poorly capture quality in morphologically rich languages like Slovak. Current research there-
fore calls for language-sensitive evaluation methods [8]. In this work I adopt OpenAl GPT-40-mini,
a proprietary model with high Slovak proficiency, as an automatic judge to benchmark various
open-source LLMs.

The following section first outlines the experimental design used to evaluate Slovak-language
competence across selected LLMs, including the newly created 100-question benchmark and the six-
component evaluation scale (grammar, semantics, style & context, slang and regional expressions,
translation quality, and complex constructions) together with an automated scoring pipeline built on
GPT-40-mini.

The Evaluating LLM Performance in Slovak block summarizes practical insights from the
test runs, detailing the custom Python helper that ensured consistent, reproducible scoring. Finally,
Results and Model Comparison synthesizes the quantitative findings, highlights the qualitative leap
delivered by Google’s Gemma3:27B, and discusses the trade-offs between cloud-based and on-prem-
ise deployment, pointing to Gemma3:27B as the current best balance of Slovak accuracy and hard-
ware efficiency.

A 1 Evaluating LLM Performance in Slovak

As shown in (Fig.1), generating a single answer with the LLaMA-3.1-70B model can take nearly
five minutes. In a full run of 100 diverse Slovak questions, the evaluation was never completed with-
out errors; one attempt lasted more than six hours. This makes the model impractical for large-scale
evaluations.
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Fig.1. Average response time per question for each evaluated model.

For an in-depth analysis, I posed 100 diverse Slovak-language questions to several language
models, assessing each response against six clearly defined criteria:

1. Grammar—evaluating the grammatical correctness of the generated sentences.
Semantics—assessing the accuracy of the conveyed meaning.

3. Style and context—determining the model's ability to maintain contextual relevance
and appropriately answer follow-up queries.

4. Slang and regional expressions—measuring the understanding and accurate usage
of Slovak slang and regional dialects.

5. Translation—examining the translation quality between Slovak and other languages.

6. Complex constructions—testing the models' handling of advanced grammatical
structures and nuanced linguistic expressions.

To automate and streamline the evaluation process, an orchestration workflow was imple-
mented (Fig.2). This system systematically submits test questions, collects model responses, and uses
the GPT-40-mini judging service to score them across six criteria, ensuring accuracy and consistency
in the evaluation.

A 2 Results and Model Comparison

The evaluation results are presented in (Tab.1). They reveal a significant qualitative leap in
the latest language models, particularly in Gemma 3:27B. Google's Gemma 3 series, available in 1B,
4B, 12B, and 27B parameter versions, features multimodal capabilities and context windows
reaching up to 128k tokens. These models offer extensive language support exceeding 140 languages
and are specifically engineered for efficient deployment on resource-limited systems, making
genuine edge computing scenarios feasible.
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Fig.2. Automated Slovak LLM evaluation workflow.

Table 1. Evaluation results and response times of selected large-language models.

Large Language | Response | Grammatical Understanding | Translation | Handling complex
Model precision slang and regional

expressions

gemma3d:27b 77.89 9.1 9.2 9.9 8.2 8.1 8.8
gemmad:12b 38.7 8.9 9.0 9.8 8.0 75 B.5
gemmad:4b 24.5 8.0 8.2 9.0 7.0 6.2 7.6
deepseek-r1:32b B81.75 7.4 8.2 8.4 6.4 5.5 7.5
phi4:14b 37.19 7.0 76 8.0 5.8 5.8 6.8
deepseek-r1:14b 37.35 6.0 6.8 6.8 4.8 3.8 6.0
gemma3d:1b 11.92 4.7 49 5.8 3.6 34 4.6
granite3.2:8b 24.22 4.7 5.6 6.0 4.2 35 5.0
mistral:7b 9.17 4.4 5.1 5.6 4.0 341 4.5
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Identifying an appropriate language model for Slovak remains challenging due to limited
native-language support, significantly hindering regional Al progress. Additionally, operational
expenses, especially the stark contrast between cloud-based and on-premise deployments, present
substantial hurdles.
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Fig.3. Performance comparison of large language models by efficiency and accuracy.

Several factors influence the choice between cloud and on-premise deployments. Cloud
solutions offer scalability, reduced initial investment, and flexible cost structures. Conversely, on-
premise deployments necessitate substantial initial expenditures on hardware but offer superior
control over data privacy and security. Organizations must strategically evaluate these factors based
on their specific operational requirements and resources.

Initially, models from OpenAl such as GPT-3 and subsequently GPT-40 established a robust
benchmark for Slovak-language support. Google's Gemini later enhanced this landscape.
Nevertheless, there remained a notable gap for a robust, open-source solution suitable for efficient
on-premise utilization. Their relative efficiency and accuracy are visualized in (Fig.3).

Experiments with open-source alternatives, notably Meta's LLaMA 3.1-70B, yielded
underwhelming results. Although Slovak was nominally supported, the quality of responses was
inadequate, coupled with impractical hardware demands. Subsequent generations marked substantial
improvements, notably the Mistral-Large, which significantly enhanced Slovak handling and
achieved commendable performance.

The real breakthrough emerged with Gemma 3:27B, whose Slovak language proficiency
closely rivals that of GPT-40 while remaining practically viable for on-premise deployment
scenarios. Effective native-language support extends beyond mere convenience, becoming a critical
component of national security, given its profound impact on the capability to directly analyze and
manage local data, thereby reinforcing cyber-resilience.
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A 3 Related Work

Ahuja et al. [9] introduced MEGAVERSE, a multilingual benchmark covering 22 datasets
and 83 languages, many of them low-resource [9]. While MEGAVERSE provides broad cross-lin-
gual comparisons, it does not address whether mid-sized open models can reach near state-of-the-art
performance in specific languages. The evaluation reported here shows that, for Slovak, the Gemma
3:27B model achieves results comparable to proprietary models, suggesting that efficient alternatives
exist even in constrained settings.

Skadina et al. [10] constructed the first Latvian benchmark by translating tasks such as COPA
and MMLU, and demonstrated that manual post-editing significantly improves model accuracy. The
study reported here avoids translation artifacts by employing a manually crafted Slovak dataset, high-
lighting the importance of high-quality, native-language resources in morphologically rich contexts.

Ojo et al. [11] proposed AfroBench, a benchmark evaluating 64 African languages across 15
tasks, and reported substantial performance gaps between proprietary and open-source models [11].
A similar disparity was confirmed for Slovak through the experimental results presented in this work.
However, the evaluation also demonstrates that optimized tokenization and targeted data curation
can substantially reduce this performance gap.

Arnett & Bergen [12] investigated the underperformance of LLMs in morphologically com-
plex languages and attributed the issue primarily to reduced effective training data rather than lin-
guistic structure itself. This interpretation is supported by the results presented here, which indicate
that increasing the availability of Slovak-language data allows models like Gemma3:27B to nearly
match English-language performance.

Azime et al. [13] in the ProverbEval benchmark, highlighted that culturally grounded tasks
such as proverb understanding tend to increase performance variability across languages. The study
reported here responds to that challenge by incorporating “slang and regional expressions” as one of
six evaluation categories, exposing limitations even in otherwise strong models.

A Conclusion

The evaluation of large language models (LLMs) for Slovak has highlighted significant ad-
vancements, particularly with Google’s Gemma 3:27B model. This model demonstrates a remarkable
balance between performance and efficiency, making it a viable option for on-premise applications.
Its ability to handle complex linguistic structures and provide accurate translations underscores its
potential in various domains.

However, relying solely on foreign-developed models poses challenges. While models like
Gemma 3:27B offer impressive capabilities, they may not fully capture the nuances of the Slovak
language or cater to specific national needs. Moreover, dependence on external models raises con-
cerns about data sovereignty, security, and long-term sustainability.

Although (Tab.1) shows that Gemma 3:27B scores above 9 in grammatical accuracy and se-
mantic precision—and maintains excellent context retention—a closer look at its output still reveals
several micro-level deficiencies. The most common are orthographic mistakes (missing diacritics or
wrong dash characters), morphological slips (incorrect adjective gradation or case forms), lexical/ter-
minological inaccuracies (e.g., using “casovy zdaklad - time base” instead of the standard grammati-
cal term “Casovanie — timing "), inconsistent capitalisation of names, minor typographic issues, and
occasional stylistic redundancy caused by overloaded bullet lists.

These errors stem from limited exposure to expertly proof-read Slovak data in the training
corpus and from the language’s highly inflected morphology, which introduces many exceptions the
model only partly “guesses” correctly.

24



Bridging The Language Gap: Evaluating And Enhancing Slovak Language Support in ... ]

For most everyday use cases the text remains fluent and perfectly comprehensible—especially
when contrasted with older open-source LLMs such as mistral-7b, whose grammatical and semantic
scores hover around 4-5 in (Tab.1). However, for official publications or legal documents a human
proof-reader is still indispensable to eliminate the systematic fine-grained errors current models can-
not yet fully capture.

To address these issues, it is imperative for Slovakia to invest in developing its own LLMs.
Such an initiative would not only enhance the country’s technological autonomy but also ensure that
the unique characteristics of the Slovak language are adequately represented and preserved. By build-
ing a dedicated Slovak LLM, tailored to the nation’s linguistic and cultural context, Slovakia can
foster innovation, support local industries, and strengthen its position in the global Al landscape.

In conclusion, while leveraging existing models like Gemma 3:27B is beneficial in the short
term, the strategic development of a national Slovak LLM is essential for long-term growth, resili-
ence, and cultural preservation. This endeavor will empower Slovakia to harness the full potential of
Al technologies while safeguarding its linguistic heritage.
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APPLICATIONS OF REINFORCEMENT LEARNING
IN MODELING AUTONOMOUS BEHAVIOUR

Branislav Valacsay

Abstract:

This study presents a practical application of reinforcement learning (RL) for autonomous vehicle
control within the Gymnasium CarRacing-v0 simulation environment. The primary objective was to
design and train an agent capable of autonomously navigating procedurally generated racetracks by
employing deep reinforcement learning methodologies.

The research utilized the Proximal Policy Optimization (PPO) algorithm, implemented via the Stable-
Baselines3 library, chosen for its proven efficiency and robustness in continuous action domains. The
training process was conducted in Python, using the PyTorch and Gymnasium frameworks.

Particular emphasis was placed on the agent’s ability to develop smooth steering and throttle control—
capabilities essential for handling sharp curves and maintaining optimal velocity. The findings
demonstrate that a properly configured PPO agent can successfully learn to navigate the CarRacing
environment after sufficient training. The study concludes with a performance evaluation, an analysis
of the agent’s acquired behavior, and suggestions for future research avenues.

Keywords: Reinforcement learning, PPO, Gymnasium, CarRacing-v0, autonomous agent, continuous control.

A Introduction

Autonomous vehicle control represents one of the most significant challenges in contemporary
artificial intelligence, requiring the effective integration of advanced machine learning algorithms with
realistic simulation environments.

Among the most promising approaches to addressing such tasks is reinforcement learning (RL),
which enables an agent to acquire optimal behaviour based on feedback received from the environment.
Due to increasing computational power, high-quality libraries, and publicly available simulation plat-
forms, reinforcement learning is becoming progressively more accessible to students and researchers
without the need for extensive infrastructure.

The motivation for pursuing this topic stems from the author’s personal interest in gaining prac-
tical experience with the application of reinforcement learning in control tasks, within the context of the
Student Scientific Conference (SVOC). At the same time, the chosen topic serves as a preparatory foun-
dation for a subsequent bachelor’s thesis. The aim of this contribution is to design, implement, and train
an autonomous agent capable of controlling a virtual vehicle within the CarRacing-v0 environment,
which is part of the Gymnasium library. This environment features procedurally generated racetracks
and a continuous action space, making it a challenging benchmark for adaptive control algorithms.

To address the task, the Proximal Policy Optimization (PPO) algorithm was selected, known for
its stability and performance in continuous action domains. The training process was conducted using
the Stable-Baselines3, PyTorch, and Gymnasium libraries, with various learning parameters tested to
achieve the highest possible driving performance of the agent. The results indicate that with a sufficient
number of training episodes, the agent can execute smooth turns and maintaining speed without veering
off track.
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The following chapters present an overview of the current state of knowledge in reinforcement
learning for simulated control, followed by a description of the research design, including the tools and
experimental parameters used. The discussion focuses on evaluating the agent’s performance and iden-
tifying the strengths and limitations of the adopted methodology. The paper concludes with a summary
of key findings and suggestions for potential future improvements.

A 1 State of the Art

Reinforcement learning (RL) is a subfield of machine learning that focuses on training an
agent through interaction with its environment, based on feedback in the form of rewards and penal-
ties. This approach is particularly well-suited for tasks that require sequential decision-making and
long-term return optimization. A typical example of such a task is autonomous vehicle control, where
the agent must coordinate steering, acceleration, and breaking in response to visual and dynamic
stimuli.

One of the early breakthrough successes of RL in the domain of games and simulations was
the application of the Deep Q-Networks (DQN) algorithm, which combines classical Q-learning with
deep neural networks. DQN achieved significant results in discrete action spaces, such as those found
in Atari games.

However, its applicability in environments requiring continuous control is considerably lim-
ited. The discreteness of actions prevents fine-tuned modulation of control signals, which is essential
for maintaining speed and negotiating curves smoothly, as required by the CarRacing-v0 environ-
ment.

In this context, the Proximal Policy Optimization (PPO) algorithm has proven to be particu-
larly effective. PPO belongs to the class of on-policy methods and is characterized by stable learning,
even in the presence of complex visual inputs.

It employs a clipping mechanism on the probability ratio between the old and new policy to
regulate weight updates, thereby reducing the risk of destabilizing the model during training. These
properties make PPO a suitable choice for high-complexity environments with continuous action
spaces. Owing to these characteristics, PPO has gained widespread adoption in visual RL tasks, in-
cluding navigation, robotic simulations, and autonomous driving.

The CarRacing-v0 simulation environment, part of the Gymnasium library (the successor to
OpenAl Gym), serves as a standard benchmark for evaluating the performance of RL algorithms in
control tasks. Its variability, visual input in the form of RGB frames, and continuous action interface
create realistic and challenging scenarios that thoroughly test an agent’s ability to learn an optimal
trajectory.

A 2 Design of Research

a) Theoretical Background

In reinforcement learning (RL), an agent is an autonomous computational entity that learns to
perform actions within a given environment in order to maximize a numerical reward signal. The
environment provides observations and rewards in response to the agent’s actions, forming a closed-
loop system known as the agent-environment interaction cycle.

At each time step, the agent receives an observation sts_tst, selects an action ata tat, and
receives a reward rtr_trt along with a new state si+is_{t+1}sw+1. The agent’s objective is to learn a
policy m(als)\pi(a \mid s)m(als) that maximizes the expected cumulative reward over time [1].
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0340y

Fig.1. In game picture of agent actually playing the game.
Agent is capable of directly observe game screen and make decisions.

The learning process can be implemented through various RL algorithms. This work focuses
on Proximal Policy Optimization (PPO), a state-of-the-art on-policy reinforcement learning method
introduced by OpenAl. PPO belongs to the class of policy gradient methods, in which the agent
directly optimizes a parameterized policy—typically represented by a neural network—by estimating
the gradient of the expected reward.

A key innovation of PPO lies in its clipped surrogate objective function, which constrains

large updates to the policy. This mechanism enhances training stability and mitigates the risk of
destructive policy shifts.

The objective function used by PPO is defined as follows [1]:

LYP(0) = E,[min(1:(8)A,, clip(r:(0),1— €, 1+ €)A,]
Where:
g (ae|st)
() = ————
‘ neold (at |St)
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- denotes the probability ratio between the new and old policy, 4, is the advantage estimate
at time step ¢, and € is a hyperparameter that determines the range of the clipping, used to limit policy
updates and enhance training stability.

Compared to traditional or older policy gradient methods (A2C — advantage actor-critic) or
off policy methods such as Q-learning variants such as Deep Q-Networks (DQN), PPO offers a
favorable trade-off between performance and implementation simplicity.

b) Object of Research

The object of this research is the development and training of an autonomous agent capable
of efficiently controlling a vehicle within the CarRacing-v0 simulated environment (Fig.1). This
environment, available through the Gymnasium library, represents a complex benchmark with
procedurally generated tracks, visual input in the form of image frames, and a continuous action
space, making it a suitable tool for evaluating the capabilities of reinforcement learning in tasks
requiring smooth control.

c¢) Goal

The goal of the research is to implement and train an agent using the Proximal Policy
Optimization (PPO) algorithm, which will be able to complete the track autonomously without
leaving the road, with an emphasis on steering smoothness, adaptability to changing track layouts,
and training stability.

d) Hypothesis

It is hypothesized that the PPO algorithm, applied within a continuous action space, can enable
the agent to learn stable behaviour in the CarRacing-v0 environment, and that the resulting policy
will be capable of generating smooth and effective control signals. Furthermore, it is assumed that a
significant number of training episodes will be required for the agent to master the task due to the
high visual and action-space resolution of the environment.

e) Methods of Validation

The training process was carried out in Python using the Stable-Baselines3 and PyTorch
libraries. A PPO agent with a convolutional neural network architecture was employed, receiving
96x96 RGB image frames as input and producing three action values: steering, acceleration, and
braking. The environment provided feedback in the form of a reward signal, with the objective of
maximizing the cumulative reward per episode. Performance was validated by evaluating the average
reward over the last 100 episodes and by observing the agent’s behaviour on unseen tracks.

) Model, Data, and Configuration

The model consisted of two convolutional layers followed by fully connected layers, with the
output layer representing the parameterized policy and the value function estimate. The data were
generated on-policy by the simulator during training. Training was conducted in batches of 128 steps,
using a learning rate of 3e-4, entropy penalty of 0.01, and a clipping factor of 0.2.

The Adam optimizer was used for optimization as implicit optimizer internally processed by
Stable Baselines 3. The training process involved 5 000 000-time steps (Tab.1) and was executed on
an NVIDIA RTX-series GPU.
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Table 1. Training information

Parameter Value
Total Timesteps 5000000
Training Duration 559 minutes 22 seconds
Environments 4 parallel
Algorithm PPO
Average Reward 500+

g) Action Space

The observation-action space of the utilized game environment was intentionally converted to
discrete finite set to facilitate action selection and enable more efficient agent learning.

h) Evaluation
The model’s performance has been evaluated using the following metrics:

e average reward per episode,
o the agent’s ability to complete a track,
e smoothness of driving and number of off-track events.

Additionally, the agent’s behaviour on various procedurally generated tracks was visually
analysed, offering a qualitative insight into the learned control strategies.

After sufficient training, the agent was able to maintain high speeds and consistently complete
tracks without erratic movements, indicating the effectiveness of the applied algorithm in this
environment.

A 3 Discussion

The experimental results confirm that the Proximal Policy Optimization (PPO) algorithm is a
suitable choice for addressing the task of autonomous vehicle control in the CarRacing-v0
environment.

Following extensive training, the agent was capable of maintaining the vehicle on track,
adapting to procedurally generated road curvatures, and ensuring smooth control without abrupt
fluctuations in actions.

A key benefit of employing PPO was its ability to effectively handle the continuous action
space, which is essential for realistic vehicle control—particularly for steering through curves and
modulating speed.

The main advantages of the proposed solution include:

e Training stability in comparison with alternative algorithms such as DQN, which require
discretization of the action space and thereby limit the agent’s ability to perform fine-
grained control.

e Practical implementation within an environment accessible to a broad community of
developers and students, making the solution easily replicable and extensible.
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Despite these positive aspects, there are several areas in which the proposed system could be
improved. First, the training process was relatively long and computationally demanding - successful
training required millions of time steps and access to powerful hardware. Furthermore, the neural
network operated solely on visual input, which, while reflecting real-world sensory data, increases
the difficulty of the learning task.

A combination of visual and structured inputs (e.g., position, orientation, speed) could lead to
more efficient learning.

Another potential improvement involves extending the reward function to penalize inefficient
driving behaviours (e.g., unnecessary braking or oscillations, driving out of track boundaries), which
could further optimize not only the trajectory but also energy efficiency and smoothness.

Lastly, it would be beneficial to experimentally compare PPO with other modern algorithms
for continuous control, such as Soft Actor-Critic (SAC) or Twin Delayed Deep Deterministic Policy
Gradient (TD3), in order to establish a broader empirical foundation for selecting the optimal
strategy.

In accordance with the objective of this project—gaining practical experience in
reinforcement learning and preparing for a bachelor’s thesis—the results achieved can be considered
successful.

The resulting agent is capable of autonomously and effectively solving a complex simulation
task, and the developed infrastructure supports future extensions with additional functionalities or
environments.

A Conclusion and Implementation

The aim of this study was to design and implement an autonomous agent for the task of vehicle
control in the CarRacing-v0 environment using the Proximal Policy Optimization (PPO)
reinforcement learning algorithm.

The implementation was carried out in a Windows environment using the Python
programming language together with the Stable-Baselines3 and Gymnasium libraries [2], [3]. This
work provides a practical demonstration of applying modern RL algorithms in a complex visual
simulation setting with a continuous action space.

Training was conducted on a high-performance computing system (Tab.2):

Table 2. Hardware used for training (4 parallel environments).

Parameter Value
GPU NVIDIA GeForce RTX 4090 (24 GB VRAM)
CPU Intel i9-13900K (24 cores, 32 threads
RAM 128 GB DDR4 3600 MHz

The agent was trained in four parallel vectorized environments for a total of 5000 000
interactions with the environment. The overall training time amounted to 559 minutes and 22 seconds
(Tab.1). The resulting model achieved an average score exceeding 500 points per episode, which
indicates advanced driving capabilities of the agent. Observations from the testing phase revealed
that the agent not only managed to navigate corners smoothly but also demonstrated recovery
capabilities in cases of temporary track departure, actively attempting to reorient and resume driving.

These results confirm that the combination of PPO and a well-designed training regime
enables successful mastery of complex visual and control tasks. The implementation provides a
robust foundation for further research, such as extending to more dynamic environments, employing
more realistic physics, or integrating multi-agent learning.
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OPTIMAL DESIGN OF A HOME NETWORK
IN A Wi-Fi ENVIRONMENT

Lukas Hor¢i¢ak, Erik Chromy

Abstract:

The primary objective of this study is to design an optimal home wireless network based on an in-depth
analysis of Wi-Fi signal coverage and interference. The research focuses on applying IEEE 802.11
standards and practical tools to measure, simulate, and improve the wireless environment in a real
multi-floor household. Measurement tools such as NetSpot and iPerf were used to analyze signal
strength, data throughput, and noise. Predictive simulations were performed using Hamina software to
determine the optimal positioning of access points and frequency planning. The redesigned network was
deployed and re-measured to compare performance metrics. Results indicate a significant improvement
in signal coverage, more stable connectivity, and increased data transfer rates across all floors. The
project also demonstrates the importance of proper channel allocation and network segmentation to
reduce interference and improve network security. The presented approach provides a practical meth-
odology that can be replicated in similar home or small office environments.

Keywords:

Wi-Fi, network design, signal analysis, performance optimization, wireless tools.

A Introduction

Wi-Fi networks are essential for modern households, yet many suffer from poor coverage and
interference due to inadequate design. This article focuses on creating an optimal wireless network
using IEEE 802.11 standards and practical tools. A real three-floor house was analyzed with NetSpot
for signal strength and iPerf for transmission speed, while Hamina was used for predictive design.
The redesigned setup improved performance and stability across all floors.

The network upgrade was planned and executed following the Cisco PPDIOO methodology,
which ensured a structured process from initial analysis through implementation and optimization.
The results demonstrate that applying a lifecycle-based approach, combined with modern diagnostic
and simulation tools, can significantly enhance the reliability and performance of home Wi-Fi net-
works.

A 1 The IEEE 802.11 Standard

The IEEE 802.11 standard defines a set of protocols for implementing wireless local area
networks (WLANSs). Since its introduction in 1997, various amendments have significantly improved
throughput, range, and efficiency. These enhancements are primarily achieved through advances in
modulation and multiplexing techniques. The earlier standard, 802.11b, used DSSS (Direct Sequence
Spread Spectrum) with a maximum data rate of 11 Mbps in the 2.4 GHz band.
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Its successor, 802.11g, introduced OFDM (Orthogonal Frequency Division Multiplexing),
raising speeds up to 54 Mbps while maintaining backward compatibility.

802.11n brought MIMO (Multiple-Input Multiple-Output) technology, enabling multiple spa-
tial streams for increased capacity. It also supported both 2.4 GHz and 5 GHz bands and introduced
64-QAM for higher data encoding density.

802.11ac improved upon this by using 256-QAM and wider channels (up to 160 MHz), offer-
ing theoretical speeds over 1 Gbps in the 5 GHz band. The most significant upgrade came with
802.11ax (Wi-Fi 6), which introduced OFDMA (Orthogonal Frequency Division Multiple Access).
This method allows multiple devices to share a channel more efficiently, reducing latency and con-
gestion in dense environments. Wi-Fi 6 also added 1024-QAM, increasing spectral efficiency.

The latest amendment, 802.11be (Wi-Fi 7), further enhances performance with features such
as MLO (Multi-Link Operation), 320 MHz-wide channels, and 4096-0AM modulation. These inno-
vations provide extremely high throughput, ultra-low latency, and improved reliability, particularly
for environments with high device density or demanding real-time applications. Though still in early
deployment stages, 802.11be is expected to become the new standard for future-proof residential and
enterprise wireless networks (Tab.1), [1], [2], [3].

Table 1. Comparison of IEEE 802.11n, 802.11ac, 802.11ax
in terms of speed, frequency bands, technologies used, and typical applications.

|Standard“Max SpeedHBand(s) ||Key Techniques HUse Case |
802.11n_||600Mbps |[2.4/5GHz |[MIMO, OFDM, 64-QAM ||older networks |
[802.11ac ||~1.3Gbps ||5SGHz  |[MIMO, OFDM, 256-QAM ||High-throughput medial
[802.11ax |[>9.6Gbps _|[2.4/5/6GHz|[OFDMA, MU-MIMO, 1024-QAM|[Modern homes, [oT |
[802.11be |[>40Gbps  |2.4/5/6GHZ|[MLO, 4096-QAM, ||Future-ready |

Given today’s typical household usage, including video streaming, online gaming, smart
home devices, and remote work. The recommended standard is IEEE 802.11ax (Wi-Fi 6) or Wi-Fi
6E, which adds support for the 6 GHz band. These standards offer higher throughput, better spectrum
efficiency, and are optimized for environments with many connected devices.

Choosing a router that supports Wi-Fi 6 ensures future-proofing, better coverage, and signif-
icantly improved performance, particularly in homes with multiple users and smart devices.

A 2 Wireless Network Modernization Using PPDIOO Methodology

The modernization of a home wireless network was structured according to the Cisco PPDIOO
methodology (Prepare, Plan, Design, Implement, Operate, Optimize). This structured lifecycle approach
provided a clear framework for each phase of the project.

In the Prepare phase, the technical requirements of the household were analyzed, including the
types of devices, their Wi-Fi standards, and typical usage (e.g. streaming, gaming, remote work). The
Plan phase included a thorough site survey using tools like NetSpot for passive measurements and iPerf
for throughput testing. In the Design phase, the wireless environment was virtually modeled using
Hamina software to predict signal propagation and optimize access point placement. The Implementation
phase involved the physical deployment of access points and selection of appropriate frequency channels
based on spectrum analysis. During the Operate and Optimize phases, the network’s performance was
monitored and refined, including segmentation for IoT security and improved channel allocation. The
PPDIOO framework ensured a systematic and effective network upgrade tailored to real household needs
(Tab.1), (Tab.2).
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Prepare
Plan
Design

Implement

4

Operate, Optimize

Fig.1: PPDIOO diagram.
2.1 Prepare

In the preparation phase, the wireless needs of the household were identified. The tested
environment was a three-story family house equipped with multiple smart devices, including TVs,
mobile phones, laptops, and [oT elements such as cameras and smart lighting. Key requirements included
full coverage in all rooms, stable performance for 4K streaming, online meetings, and isolated traffic for
IoT devices.

2.2 Plan

A detailed survey was conducted using NetSpot for passive signal analysis and iPerf for active
hroughput testing. The tested network operated on the IEEE 802.11ac standard, utilizing both 2.4 GHz
and 5 GHz frequency bands. Initial RSSI measurements revealed signal drops below —70 dBm in vari-
ous rooms, especially on the upper floor. The 2.4 GHz band suffered from interference due to overlap-
ping channels, which was confirmed by spectrum analysis (Fig.2-4).

96 dBm I #10 dBm

Fig.2: Heatmap - NetSpot RSSI - Basement 2.4 GHz and 5 GHz.
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Fig.4: Heatmap - NetSpot RSSI - 2" floor 2.4 GHz and 5 GHz.

Transmission speed measured using iPerf was:

Table 2: Transmission speed - Before upgrade.

Frequency band
Room: 2,4 GHz 5 GHz
1.1 81 Mbit/s 135 Mbit/s
76 Mbit/s 145 Mbit/s
94 Mbit/s 145 Mbit/s
1.2 98 Mbit/s 304 Mbit/s
96 Mbit/s 389 Mbit/s
97 Mbit/s 349 Mbit/s
1.3 91 Mbit/s 409 Mbit/s
79 Mbit/s 424 Mbit/s
92 Mbit/s 477 Mbit/s
2.1 79 Mbit/s 20 Mbit/s
76 Mbit/s 21 Mbit/s
90 Mbit/s 13 Mbit/s
2.2 89 Mbit/s 136 Mbit/s
76 Mbit/s 144 Mbit/s
94 Mbit/s 122 Mbit/s
2.3 28 Mbit/s 1 Mbit/s
32 Mbit/s 2 Mbit/s
31 Mbit/s 1 Mbit/s
0.1 88 Mbit/s 210 Mbit/s
73 Mbit/s 233 Mbit/s
87 Mbit/s 192 Mbit/s

2.3 Design

The network was virtually redesigned using Hamina Wireless software (Fig.5-7). Two access
points (APs) were strategically placed on each floor to ensure seamless coverage. Non-overlapping
channels (1, 6, 11) were selected for the 2.4 GHz band. In the 5 GHz spectrum, DFS channels were used
to avoid neighboring network interference.
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Fig.7: Simulation of Hamina coverage - 2" floor 2.4 GHz and 5 GHz.

2.4 Implementation

The implementation phase involved physical installation of access points based on the design.
Ceiling-mounted APs with Power over Ethernet (PoE) were used to allow flexible placement.
Transmission power was adjusted to prevent signal bleeding between floors. Channel allocation and
minimum RSSI thresholds were configured to support stable roaming.

2.5 Operate
After deployment, the network was monitored using FortiOS tools to track client distribution,

signal strength, and performance. Adjustments included fine-tuning roaming parameters and verifying
signal balance across the house.
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Tab.3: Transmission speed - After upgrade

Frequency band
Room: 2.4 GHz 5 GHz
1.1 116 Mbit/s 426 Mbit/s
115 Mbit/s 415 Mbit/s
96 Mbit/s 411 Mbit/s
1.2 138 Mbit/s 865 Mbit/s
142 Mbit/s 796 Mbit/s
139 Mbit/s 824 Mbit/s
1.3 182 Mbit/s 932 Mbit/s
184 Mbit/s 907 Mbit/s
185 Mbit/s 901 Mbit/s
2.1 90 Mbit/s 753 Mbit/s
100 Mbit/s 715 Mbit/s
85 Mbit/s 718 Mbit/s
2.2 89 Mbit/s 909 Mbit/s
95 Mbit/s 855 Mbit/s
97 Mbit/s 910 Mbit/s
2.3 57 Mbit/s 492 Mbit/s
58 Mbit/s 468 Mbit/s
61 Mbit/s 492 Mbit/s
0.1 80 Mbit/s 209 Mbit/s
86 Mbit/s 198 Mbit/s
82 Mbit/s 200 Mbit/s

2.6 Optimize

In the proposed solution, the wireless network was segmented into three separate VLANs to
enhance security and manage traffic more efficiently. One segment was dedicated to primary household
users, another to guest devices with limited access, and a third isolated VLAN was used exclusively for
IoT and smart home appliances. This segmentation helped prevent unauthorized access between device
groups and reduced potential interference and network load.

Performance analysis based on iPerf measurements revealed a substantial increase in throughput.
As shown in (Fig.9), the most significant improvements were observed in the 5 GHz band, where some
locations (e.g., 1.3, 2.3) exceeded 900 Mbps, compared to values below 200 Mbps before optimization.
In the 2.4 GHz band, improvements were also evident, with transmission speed nearly doubling in sev-
eral areas.

This visual comparison confirms the effectiveness of deploying multiple access points with opti-
mized placement and transitioning to the IEEE 802.11ax standard. The redesigned network consistently
delivered high throughput and reliable coverage across all tested zones (Fig.8), (Fig.9).

Primary VLAN: Users and trusted devices.
Guest VLAN: Temporary devices
IoT VLAN: Smart home appliances
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Fig.8: Network segmentation.
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Fig.9: Transmission speed comparison.

h  Conclusion

This paper presents a practical approach to designing and optimizing a home Wi-Fi network
using real-world measurements, predictive simulation, and structured planning based on the PPDIOO
methodology. The original network, based on the IEEE 802.11ac standard and a single access point,
was upgraded to a multi-access point infrastructure using the IEEE 802.11ax (Wi-Fi 6) standard. This
upgrade, combined with optimal placement and network segmentation, significantly improved cov-
erage, throughput, and overall reliability across all floors of the household. The results confirm that
applying modern Wi-Fi standards and design tools can greatly enhance wireless performance in res-
idential environments.
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CYBERSECURITY CHALLENGES ASSOCIATED
WITH SOFTWARE UPDATES

Robert Valik

Abstract:

In the past, software distribution was one of the tougher problems for independent developers. With the
rise and ubiquitousness of broadband internet connectivity, this problem has been solved as these de-
velopers have the ability to directly distribute software updates to their customers. As the focus is on
fast-paced software delivery, they may lack practical knowledge in some other, more subtle aspects of
software distribution, e.g. information security.

Our hypothesis is that there is a lack of security auditing before the final distribution. Using a controlled
environment, we analyzed outgoing network traffic to identify the communicating during update se-
quence.

We used acquired data to identify a specific service that serves software update packages. After we
identified the service, we tried to force the software to use our modified service, download a modified
update package and execute it. As we were able to succeed, this outcome fully supports our above as-
sumptions.

Keywords:

Software updates, security, vulnerability.

A Introduction

In the last decades, the software development and distribution process has evolved consider-
ably. In the past, before the abundance of broadband internet connectivity, the software distribution
was handled by stone and mortar shops or postal services. One had to buy a physical medium con-
taining the desired software. Delivery of regular patches was on the edge of unthinkable. The focus
of the software development was to build and deliver a finalized working product. After the release
the work would shift to building a newer version with a new functionality or a different product
altogether.

After the emergence of the internet, new pathways for the software delivery became apparent.
Potential clients may buy the software online, download it, install and use it nearly instantaneously
[1]. If a problem with the software that warrants a new version arises, it is quite easy to download
and apply the patch. Most modern applications contain a self-update mechanism that periodically
checks if any update is available and install it.

As the updates on the top of new functionalities may contain fixes for newly discovered se-
curity issues, prompt installation of the software updates is considered a best practice [2]. But can
we consider it to be safe in any situation? We will discuss some possible scenarios where it may have
some undesirable effects.

This is an open access article under the CC BY-NC license 43
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A 1 Hypothesis

The independent software studios or individual software developers have always existed, but
the spread of the public / consumer internet access broadened the field for alternative software deliv-
ery methods and allowed the independent developers to thrive without the need to worry about the
logistics of the distribution of physical installation media.

Our hypothesis is that as independent software developers focus mainly on software develop-
ment and functional testing, there may be lack of attention to other parts of the software delivery life
cycle. Security may be perceived as an unnecessary overhead and their quality assurance processes
may have severely limited or entirely missing security auditing. As a result, many unpatched and
overlooked security issues may exist. We also suspect that there may be a lack of understanding of
the consequences of delivering insecure products on the creator’s side.

In this work we will focus on one of the possible attack vectors on the update process.

A 2 Approach Description

Our intention is to show that some ways to influence a software update process with undesirable
outcome for the software user do exist. To manipulate the process, we need to have some insight into it
- how it works, where does it connect, which protocols the process uses. There are more ways to achieve
this - direct reverse engineering or de-compilation of the software application or black-box testing [3].
We will apply the black-box approach.

The first step will be to passively capture the network traffic, identify relevant protocols, encryp-
tion and endpoints for transmission. The result may help us to identify some weak points in communi-
cation. There are a lot of tools available already, commercial and open source. We will use the open-
source network analyzer - Wireshark.

After successful identification of the communication protocols used, we will try to identify and
analyze the update payload, its structure and content.

After the analysis phase, if we gather enough information, we will proceed to the “attack” phase.
In this phase we will try to create a modified update package, and we will try to force the application to
connect to our specially constructed service endpoint, download the modified package and apply it.

Before we start, we have to select software to analyze. One class of software products that depend
on rapid updates are - computer games developed by both large and independent game companies which
rely on the recent “early access” paradigm [4]. Releasing a game as “early access” is in the essence - a
commercial release of an unfinished product. Potential client pays for the promise that he will get a
finished product in the future and while using the unfinished product, and that he may be a part of the
development (you pay to be a beta tester of a game, and you can keep your license after the product is
finished).

A 3 Analysis

After careful consideration as the first software to analyze, we have chosen a factory building
game developed by an independent game studio. The game has been at the time of analysis under heavy
development but quite stable and already available as early access. As we were unable to acquire the
studio's consent at this moment, we will not disclose more information about the game and will refer to
it as The Game.
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3.1 Update Sequence Analysis

As the (Fig.1) shows, the update mechanism first uses DNS to resolve two addresses - up-
dater.thegame.net and dl.thegame.net. After this step it uses a TLS encapsulated communication channel
to connect to these two servers. After trying to connect to these addresses, it is apparent that the first is
an authentication service and the second is an address of a content delivery network that caches and
provides a worldwide accelerated access to the update packages.

The Transport Layer Security (TLS) [5], if implemented correctly, provides robust security over
while communicating over other networks. It relies on cryptographic algorithms and if a party provides
a cryptographic certificate, the other party can verify the counterpart's identity.

2211 40. B .8, 80 Standard query 0x434e A updater. s

2212 40.575.. 192.168.0. DNS 80 Standard query @xa®50 AAAA updater.

2213 40.575.. 192.168.0. DNS 206 Standard query response 0x434e A updater. CNAME cellular-
2214 40.575.. 192.168.0. DNS 207 Standard query response 0xa056@ AAAA updater. CNAME cellul
2219 40.720.. 192.168.0. TLSv1.3 583 Client Hello (SNI=updater. )

2258 44.392.. 192.168.0. DNS 80 Standard query ©0x136d A updater.

2259 44.392.. 192.168.0. DNS 80 Standard query ©xd712 AAAA updater.

2260 44.392.. 192.168.0. DNS 206 Standard query response 0x136d A updater. CNAME cellular-
2261 44.392.. 192.168.0. DNS 207 Standard query response 0xd712 AAAA updater. CNAME cellul
2265 44.521.. 192.168.0. TLSv1.3 583 Client Hello (SNI=updater. )

2278 45.803.. 192.168.0. DNS 75 Standard query ©xa5c2 A dl.

2279 45.003.. 192.168.0. DNS 75 Standard query @x3bdf AAAA d1.

2280 45.803.. 192.168.0. DNS 161 Standard query response 0xa5c2 A dl. CNAME 1079511985.rsc
2281 45.0848.. 192.168.0. DNS 113 standard query response 0x3bdf AAAA dl. CNAME 1879511905.
2285 45.076.. 192.168.0. TLSv1.3 583 Client Hello (SNI=dl. )

Fig.1. Network traffic captured using Wireshark - DNS queries and TLS connections
to the update server are easily visible.

After the package is downloaded, it is applied to the game, the game is restarted automatically,
and the player may enjoy it. The whole update flow is visualized on the sequence diagram on (Fig.2).

Update
User DNS Server
|

|
I Start game

Update & Execute

] | |

|
|
|
|
|
1 .
| Request update :
| ]
|
|
|
|
|
|
|
|

Fig.2. Communication flow during the update process.

45



B Robert Valik

To better understand the communication between the game and the update servers, we need to
see what is inside of it, and how it works. The easiest way to do it is to prepare a Manipulator-in-the-
Middle [6] attack environment to intercept the communication between The Game and the legitimate
update server as shown on the (Fig.3).

We will redirect the DNS requests to a DNS server under our control. As the game depends on
the operating system to do address resolution, it has no direct authority about it. Our DNS will reply with
an [P that redirects the game to our fake update server. This web/proxy server that will transparently
forward the requests to their desired destination, logs the whole communication and keeps the transmitted
data fragments.

The game successfully connects to our server. The connection to our update server is secured by
TLS, but it has no valid certificate as no certificate authority would provide us with a valid certificate
without any proof that we are the rightful owners of the domain. (Un)fortunately, the validity of the
certificate is never verified - and this is the first security problem, that in principle nullifies the confiden-
tiality of the resulting connection.

)
)

1 . pdte
User - ‘ DNSI \ Server

Start game
}

GetIP >'<
Modified IP

Request update

Y

Request update

Update package (payload)

Update & Run

« 1

| >

i le Update package (payload) H
]

I

I

Fig.3. Network traffic during the analysis phase.

As the first step the game checks for available update packages, then downloads an update pack-
age for the current version. At this moment we have enough information about the update process and
may proceed with the next step - inspection of the update payload.

3.2 Payload Structure
The captured payload is a single ZIP file containing differential data. The ZIP file contains a
JSON file describing metadata about the package and all file operations required to update The Game to

the new version as shown in (Fig.4). It also contains all the files that need to be updated. One of these
files is an executable file thegame.exe that is used to start The Game (Fig.5.).
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{
"type": "update",
"package": "core_expansion-winé4",
"version":

| K
}l
"apiVersion": 1,
"membership": "transport-belt-repair-man",
Ilauthopll: n n
"contact": " n'
Ilwwwll: n n
"description”: " update package (core_expansion-winé4 2.0.27 — 2.0.28)",
"files":

[

{
"file": "_PATH__executable__/ ",
"action": "differs",
"old_crc": 3885279022,
"crc": 2396609988
}l

{
"file": "_PATH__executable__/ .pdb",

Fig.4. Description of the update package in JSON format.

+ B 6bbatidaT0106f86ded laTocd 8o 73360

= O core_expansion-winG4-2.0.27-2.0.26- update ¥ e 12,6 MB Windows or DOS ... D1 janudr 1870, 01:00
B3 __PATH_ executable B pdb 3B5.% MBE Protein Data Bank... 01 januds 1970, 01:00
* O PATH read-daia
B3 base

]

b B3 cone

O elevated-rails
¥ B3 guality

(=

¥ 9 coc-himl

Fig.5. File list of the update ZIP archive.

We expected to find some kind of code signature [7] but we were unable to find it anywhere in
the ZIP file or the contained JSON. Only Cyclic Redundancy Check sums are provided for some files.
Without this information The Game will be unable to check the validity of the patch. This implies that
the game developer has complete trust in the underlying infrastructure or delegates communication se-
curity to the often-non-IT-professional, user.

A 4 Attack Phase

After gathering this information, we may proceed with the “attack” phase. In this phase we will
re-use the prepared network environment from the analysis phase. The web server will behave differently
and will not resend the update requests but will serve the modified payload instead.
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4.1 Payload Modification

We must prepare a modified payload that will pass the internal checks of The Game. Fortunately
for us, as we discovered earlier, they are missing. The payload will contain only our specially prepared
non-malicious executable file that will display an error message and a simple JSON file describing the
installation steps (Fig.6.):

1. delete the existing executable
2. replace the executable with our version

"www": "http:// ",

"description”: " update package (core_expansion-winé4 2.0.27 — 2.0.28)",
"files":
[
{
"file": "_PATH__executable__/ .exe",
"action": "removed"
}l
{
"file": "_PATH__executable__/ .exe",

"action": "added"

].

Fig.6. JSON description of the modified update package.

4.2 Modified Update Process

After the game requests an update, the modified payload is delivered by our server. And this is a
second security problem. The implemented update process lacks any authenticity verification, and the
payload is trusted without any kind of validation. After the update sequence is completed, the modified
payload is executed without any additional user interaction and the target application is compromised.
The whole update sequence is shown on (Fig.7).

We have tested this vulnerability on all the major PC operating systems (Windows, macOS and
Linux) and succeeded. Even the macOS and Windows built-in security protection against executing an
unknown program (Gatekeeper, resp. AppLocker) is not triggered. As the user is aware that an update is
in progress, even a privilege escalation may be possible.

4.3 The Fix by the Developer

We have reported the issue to the developer, and it has been fixed a few days later. The update
now checks the certificate validity and displays a technical warning that the certificate cannot be verified
but older unpatched versions of The Game are still available on the developer’s website.

While reporting the issue we stumbled upon an older bug report from 2013 that described the
same issue, but the conclusion of the team somehow missed the point as “only authentication token may
be disclosed, the bug will be fix in the future”, but it finally ended in a “not a bug” basket without any
further resolution.
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A — Update
.o - ‘ DNS Server
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¢ Compromissed update package [paylc':ad}

Update & Run

: Request update

Fig.7. Sequence diagram of the update process with deployment of a modified update package.

A Conclusion

The success of this attack confirms our hypothesis about the lack of security focus on the
game developer’s part, the old bug report even hints that event the consequences of insecure
processes are misunderstood. While ignoring the security of the update process, the game may be
used as a backdoor to the end-user’s computer. As the game is already installed and trusted by the
operating system, there is no warning about new executable being installed. If a malicious actor
abuses this, the outcome may be quite harsh. User's data may be compromised, deleted, encrypted
(ransomware) or a remote access toolkit may be installed.

Information security means balancing the three aspects known as a CIA triad [8] -
confidentiality, integrity and availability. Our demonstrations shows what happens if some of these
aspects are neglected. To mitigate this type of blunders the game studios should consider employee
training in the field of information security and do a regular security audit by a professional third-
party auditor.

As this attack relies on the control of the DNS server it is more probable to be deployed in
public Wi-Fi scenarios or compromised networks. This implies that any software update should be
executed only in a trusted network environment. Also this attack may not be a generic attack but
more in the area of spear phishing.

Possible Next Steps

In this work we focused the on a game from the “indie” scene. But what about the A+ titles?
How about security updates deployed by different digital distributions or stores” (Steam, Epic,
GOG, Origin, Battle.net, etc.)? And we need to remember that this problem may not be limited to
games. This work consisted of a lot of manual steps. Is there a way to automatize it? These are the
first areas to consider for further analysis that come to mind, but there may be more.
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LOCAL STORAGE OF DATA
FROM THE PRODUCTION PROCESS

Filip Zemla, Jan Cigének

Abstract:

This paper presents the design and implementation of a local data storage system for process data
acquired from a model of a manufacturing line. The line is controlled by a PLC, for which a custom
control program was developed. Process data are collected and visualized using the Promotic SCADA
system, which also handles data logging. The application enables both monitoring and basic control of
the production line in real time. Collected data are stored in structured text files, organized into folders
by time or batch, allowing for easy access and analysis. This work provides an overview of key industrial
automation technologies, including PLC programming languages, SCADA systems, and data handling
methods. Special focus is given to the Promotic environment and its capabilities in educational and
small-scale industrial scenarios. The system was tested on a school-scale production model and proved
reliable and suitable for pedagogical use. Challenges related to communication and data integrity were
addressed and resolved. The final solution is cost-effective, simple to maintain, and serves as a
foundation for further development or integration with external systems.

Keywords:

PLC, SCADA, HMI, Local storage, Process data.

A Introduction

In modern industrial environments, the role of process data has evolved from being a mere
diagnostic tool to a critical asset for decision-making, traceability, and continuous optimization. As
the manufacturing sector embraces Industry 4.0, the integration of intelligent control systems, real-
time monitoring, and secure data storage becomes a strategic imperative. One of the key technolog-
ical enablers of this transformation is the Programmable Logic Controller (PLC)—a robust automa-
tion element designed for precise control under harsh industrial conditions. Coupled with SCADA
(Supervisory Control and Data Acquisition) systems and HMI (Human-Machine Interface) solutions,
PLCs enable the real-time interaction between operators and machines while capturing and distrib-
uting valuable process data [1].

Despite the increasing trend toward cloud-based analytics and remote data access, many in-
dustrial facilities, especially those in safety-critical or isolated environments, still require localized
data storage solutions. These are especially relevant for manufacturing lines that operate autono-
mously or within secure zones where internet access is limited or deliberately restricted. In such
cases, the ability to store, organize, and retrieve process data locally ensures reliability, auditability,
and long-term stability without the cybersecurity risks associated with cloud connectivity [1, 6, 8].

This paper presents the design and implementation of a local data storage system for a model
production line, developed as part of an academic research project. The solution is based on a labor-
atory-scale automated assembly line controlled by a Siemens S7-1200 PLC. A Promotic-based
SCADA application was developed to visualize and manage operations, and simultaneously log
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critical process events (e.g., product movements, alarms, user logins) into a structured local file sys-
tem. The proposed architecture emphasizes modularity, role-based access control, and timestamped
data logging, offering a practical template for small-scale industrial deployments and educational
purposes. The study aims to demonstrate how localized data storage, when properly designed, can
meet both operational and security requirements in modern production systems [8, 9].

h 1 State of the Art

The efficient management of industrial data requires a synergistic integration of multiple techno-
logical layers, including hardware controllers, programming standards, visualization tools, and storage
systems. In the context of modern manufacturing, data plays a key role not only in diagnostics and control
but also in long-term planning, traceability, and system optimization [1, 2].

Modern production lines are commonly classified based on their degree of automation, which
directly impacts complexity, scalability, and labor demands. The three main types are (Fig.1), [2]:

e  Manual assembly lines - operated entirely by human workers. Materials are handled manually,
and each step is performed at a workstation. Typical for low-volume, customized production.
e Semi-automated lines - combine human labor with robotic or automated subsystems.
Some actions (e.g. transport, machining) are automated, while operators still perform key tasks.
Offers a good balance between cost and flexibility.
e  Fully automated lines - operate with minimal or no human intervention. PLCs or control
systems govern all actions. These lines are further divided into:
— Hard automation: used for fixed-cycle mass production.
— Flexible automation: adaptable for different products and configurations.

Fig.1. Examples of (up to down): manual, semi-automated,
and fully automated assembly lines [2].
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At the heart of any automated line lies the Programmable Logic Controller (PLC). PLCs are

designed to function reliably in industrial environments, replacing hardwired logic with programmable,
reusable control logic. The first PLC, Modicon 084, introduced in 1968, revolutionized industrial auto-
mation by enabling digital control of processes [1].

PLCs come in various configurations depending on size and architecture, such as [1]:

e Nano PLCs: < 16 I/O, for simple logic tasks.
e Micro/Mini PLCs: 16-500 I/O, for small production lines.
e Modular or rack-based PLCs: 500+ I/O, used in large-scale industrial systems.

They are also classified by design [1]:

o Compact: fixed number of I/O, integrated in one unit.
e Modular: expandable via I/O and communication modules.
o Rack-mounted: highly scalable, often used in networked systems.

To ensure interoperability and standardized logic, PLC programming is defined
by IEC 61131-3, which specifies five primary languages [1]:

o LD (Ladder Diagram) — based on relay logic,

o FBD (Function Block Diagram) — block-oriented,

o IL (Instruction List) — low-level, now deprecated,

o ST (Structured Text) — high-level, similar to Pascal/C,
o SFC (Sequential Function Chart) — process-step driven.

Each one is suited to different control needs. Examples of their syntax and structure
are shown in (Fig.2).

Instruction List Structured Text Sequential Function Chart

D A | | | I

ANDN B C:=A AND NOTB Step1 H N | FILL |
| ST C

Function Block Diagram Ladder Diagram Step2 . S Eméfi

Transition 1

B

A —C A [ () -
Step 3
1:[ EZE

AND A B C Transition 2

Fig.2. Overview of IEC 61131-3 PLC programming languages [12].

53



B Filip Zemla, Jan Cigdnek

Closely integrated with PLCs are SCADA systems (Supervisory Control and Data Acquisition),
which allow real-time visualization and control of automated processes. A SCADA system typically
includes [1]:

e Human-Machine Interfaces (HMI).
¢ Databases or file-based storage.
e Communication interfaces (e.g., OPC-UA, Modbus).

Among commonly used SCADA tools are SIMATIC WinCC, Reliance, and Promotic. In this
project, Promotic was selected for its simplicity, licensing flexibility, support for VBScript/JavaScript,
and its ability to create and manage local file storage [5].

The Promotic environment transitioned from VBScript to JavaScript in its newer versions. While
both are supported, JavaScript is recommended due to broader compatibility. A syntax comparison is
provided in (Fig. 3) [5].

VBScript | JavaScript
If a > 1 Then 1f (a > 1)
Sy {
R //
Flse 1
" emn }
¥ dikis else
EFnd If {
1
//
}

Fig.3. Comparison of IF statements in VBScript (left) and JavaScript (right) [5].
From a design perspective, ergonomic principles are essential. The IEC 73 standard defines best
practices for SCADA color schemes and operator response. For instance, red indicates critical alarms,

yellow means warnings, and green confirms normal conditions. These are summarized in (Tab. 1) [1].

Table 1. IEC 73 color coding for operator interfaces [1].

Color State Operator action
Red Alarm | Immediate reaction required
Yellow Warning Monitor closely
Green-yellow | Caution Attention required
Green Normal No action needed

Finally, data storage in SCADA environments is handled either locally or externally. Local stor-
age offers security, autonomy, and stability — especially in air-gapped or isolated systems. External
(cloud-based) storage enables remote access and scalability but introduces cybersecurity risks. This work
focuses on a local file-based storage architecture, in which process data is written as structured text files
into a date-based directory tree. This method ensures transparency, offline functionality and long-term
maintainability for small-scale industrial or educational setups [1, 5].
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A 2 Design of Research

The practical implementation was carried out using a laboratory-scale production model designed
to emulate the workflow of a real manufacturing line. The aim was to develop a fully functional control,
visualization, and data logging system using standard industrial components and software, while ensur-
ing modularity and maintainability.

a) Control Algorithm for PLC

The core of the system is a U-shaped assembly line model by Fischertechnik, comprising four
conveyor segments, two processing machines, and five photoelectric sensors for position detection.
Transport between line segments is handled by two automated shuttles equipped with motion limit
switches. All actuators and sensors are connected through a custom driver interface to a Siemens
SIMATIC S7-1200 PLC (CPU 1215C DC/DC/DC), which provides 14 digital inputs and 10 digital out-
puts, sufficient for the requirements of the experiment (Fig. 4).

Fig.4. Laboratory U-shaped production line
connected to Siemens S7-1200 PLC via driver interface.

The PLC was programmed using TIA Portal v17, utilizing the FBD (Function Block Diagram)
language due to its intuitive graphical structure and support for real-time logic.
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The logic allows two control modes:

e Automatic mode, where the PLC executes the entire control logic
based on sensor states and time triggers.

e Manual mode, which allows authorized users

to override machine control via the SCADA interface.

The control logic handles:

e Detection of part positions on the line,

e Operation timing for machine cycles (5s for machine 1, 7s for machine 2),
¢ Shuttle movement between line sections,

e Counting of finished products and parts currently on the line,

e Triggering and acknowledgment of alarms.

Control mode switching and functional flow of part movement are defined within a hierarchical

logic tree (Fig. 5).

b) Human Machine Interface

On top of the PLC logic, a Promotic 8.3.32 SCADA system was developed to visualize and in-

teract with the line. A free license (supporting up to 100 variables and one-hour runtime) was used for
development. The SCADA application includes:

e Login panel with user authentication,

¢ Role-based access levels (monitoring-only, operator, admin),

¢ Dynamic visualization of line status, material flow, and alarms,
e Manual override panel (admin only),

¢ Real-time counters and system reset features.

Depending on user level, the main visualization screen (MainPanel) provides different function-

alities. The screen layout includes component status (e.g., motor/semaphore color), part counters, alarm
state, and manual control buttons (Fig. 6).

Login data, permissions, and authentication logic are handled through an embedded Microsoft

Access database. All login attempts, status changes, and alarm confirmations are logged with timestamps
and user identifiers. Data generated during the operation of the line are stored in a structured folder hier-
archy on the local disk. Each day, a new folder is created and organized by year, month, and date. Within
this folder, logs are grouped into two categories:
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o Aggregated logs (e.g., system-wide events)
o Product-specific logs (each manufactured part has its own file)

The folder for a given date contains:

o Alarms.txt: a list of all alarm events with timestamps, status, and responsible user.

o Login.txt: a log of all user login, logout, and session change events.

e Material.txt: a summary of finished parts with timestamps of completion.

e ProcessData/: a subfolder where each finished unit receives an individual log file named Mate-
rial-<ID>.txt.
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Fig.5. Simplified control logic: mode selection and part handling logic in automatic mode.
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10:24:34 Username: | Userl Switch user |

[
=

B Turnoflne [

Production line status: On
Number of pieces produced

Fig.6. SCADA MainPanel for user level 2 (admin): full system visibility and manual control access.

A sample folder structure is shown in (Fig.7), demonstrating how daily operational data is clearly
separated and archived.

DatabaseProductionLine
L—2024
L—s
L—2024-05-09
— Alarms.txt
F— Login.txt
— Material txt
L ProcessData

Fig.7. Example of folder structure for a specific production day.

The file Login.txt captures every authentication-related action, including successful logins, incor-
rect credentials, user switching, and system shutdowns. All entries are timestamped and labeled by user
level (Fig. 8).

Time - Status - Name - Level
05/09/2024 17:01:57 -Login -User2 -0
05/09/2024 17:02:03 - Logout

05/09/2024 17:02:09 -Login -Userl -1
05/09/2024 17:02:19 - Logout

05/09/2024 17:02:26 -Login -User2 -0
05/09/2024 17:02:44 - Logout

05/09/2024 17:02:53 -Login -Userl -1
05/09/2024 17:05:59 - Logout

05/09/2024 17:06:06 -Login - Admin -2
05/09/2024 17:10:24 - Application shutdown and logout
05/09/2024 17:19:37 -Login - Admin -2

Fig.8. Sample output from Login.txt showing login events and user activity.

58



Local Storage of Data from the Production Process

Alarm handling is also logged continuously. The Alarms.xt file records activation, confirmation,

and deactivation of each alarm. These logs include alarm name, severity level, status, and the operator
who responded. Additionally, Materials.txt stores time-marked entries for each completed product

(Fig. 9).

Each individual product log contains a full timeline of the part’s journey across the production

line. This includes:

o Entry and exit timestamps at each sensor.
e Machine start/end cycles.
o Processing durations.

o Final exit from the system.

An example of such a product log is shown in (Fig. 10), illustrating complete traceability from

start to finish.

This logging structure provides not only transparency and reproducibility but also makes it pos-

sible to perform offline diagnostics and long-term operational analysis without relying on an external

database or internet connection.

Time

05/09/2024 17:02:38
05/09/2024 17:02:57
05/09/2024 17:05:22
05/09/2024 17:05:26
05/09/2024 17:05:36
05/09/2024 17:05:39
05/09/2024 17:06:16
05/09/2024 17:06:32
05/09/2024 17:06:42
05/09/2024 17:06:56
05/09/2024 17:07:00
05/09/2024 17:07:06

- Alarm - Status - Level - User
- Alarm Zone 4 - Active

- Alarm Zone 2 - Acknowledged -1 - Userl
- Alarm Zone 2 - Active

- Alarm Zone 2 - Acknowledged -1 - Userl
- Alarm Zone 3 - Active

- Alarm Zone 3 - Acknowledged -1 - Userl
- Alarms Off

- Alarms On

- Alarms Off

- Alarms On

- Alarm Zone 4 - Active

- Admin

- Alarm Zone 4 - Acknowledged -2

Time

05/09/2024 17:02:57
05/09/2024 17:05:11
05/09/2024 17:05:52
05/09/2024 17:07:06
05/09/2024 17:07:40
05/09/2024 17:07:49
05/09/2024 17:07:59
05/09/2024 17:08:08
05/09/2024 17:08:17
05/09/2024 17:09:00
05/09/2024 17:20:07
05/09/2024 17:20:16
05/09/2024 17:20:25
05/09/2024 17:20:34
05/09/2024 17:20:43

- Number of completed materials
- Material - 1

- Material - 2
- Material - 3
- Material - 4
- Material - 5
- Material - 6
- Material - 7
- Material - 8
- Material - 9
- Material - 10
- Material - 11
- Material - 12
- Material - 13
- Material - 14
- Material - 15

Fig.9.

Sample outputs from Alarms.txt (top) and Materials.txt (bottom).

59



B Filip Zemla, Jan Cigdnek

05/09/2024 17:07:17 - Material entered the production process
05/09/2024 17:07:19 - Material arrived at sensor 2

05/09/2024 17:07:29 - Material arrived at sensor 3

05/09/2024 17:07:34 - Machine 1 started

05/09/2024 17:07:37 - Material arrived at sensor 4

05/09/2024 17:07:44 - Machine 2 started

05/09/2024 17:07:49 - Material left the production process

Fig.10. Log file for a specific product (Material-007.txt) with event history.

A 3 Discussion of Results and Experiences

The implemented system successfully demonstrated that a combination of industrial-grade con-
trol hardware and lightweight SCADA software can be used to design a robust local data storage solution
tailored for small production environments or educational settings. Throughout the development and
testing process, several key insights were gained regarding both technical functionality and user experi-
ence.

From a control standpoint, the use of a Siemens S7-1200 PLC provided sufficient flexibility and
reliability for managing a multi-segment production model. The real-time control of conveyors, shuttles,
and processing machines worked smoothly in both manual and automatic modes. The system correctly
handled concurrent part movements, accurately counted completed units, and responded to unexpected
states by triggering alarms. The use of FBD programming proved intuitive and well-suited for this ap-
plication, enabling efficient troubleshooting and future extensibility.

The Promotic SCADA application played a crucial role in visualization and user interaction.
Thanks to its built-in support for scripting, UI design, and data handling, it was possible to develop a
fully featured interface without requiring an external database or third-party software. The login system
with three user roles ensured appropriate access control and allowed different levels of operational au-
thority, from basic monitoring to full manual override and reset functionality. User feedback indicated
that the layout was clear, and the use of color-coded indicators (e.g., semaphores, alarm states) improved
usability and situational awareness.

One of the most significant outcomes was the implementation of local file-based data storage,
which proved to be both transparent and reliable. The system created structured folders and logs auto-
matically without operator intervention. This approach enabled:

¢ Traceability of each product (with individual logs for each unit).
¢ Auditability of system events (e.g., alarms, user logins).
e Offline diagnostics without the need for network access.

Although the use of plain text files may not be suitable for large-scale data analytics or integration
with cloud-based ERP systems, it offers several advantages for controlled environments, including air-
gapped facilities and student laboratories. Logs could be easily reviewed using basic tools (e.g., text
editors or Excel), and the folder structure remained human-readable and well-organized.

During testing, the most challenging aspect was the need to track multiple products simultane-
ously and assign the correct data to the corresponding product log. This was solved by incrementing
unique product IDs based on sensor edge detection and completion counters. The solution worked relia-
bly even in cases where multiple parts were processed in parallel.

Performance-wise, the application was responsive, and the logging mechanism had no observable
impact on real-time control, even under frequent data writing intervals (0.1-0.5 s).
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The system also responded well to simulated faults and edge cases (e.g., blocked sensors, alarm condi-
tions), confirming the robustness of the control logic and the flexibility of the visualization layer.

In summary, the project confirmed that low-cost SCADA and PLC integration with structured
local storage can be used to develop a scalable, secure, and maintainable solution for data collection in
automated manufacturing systems. It also offers a useful reference architecture for further expansion into
hybrid systems combining local and remote storage or more complex process analytics.

A Conclusion

This work presented the design, implementation, and evaluation of a local data storage system
for an automated laboratory-scale production line. The project combined industry-relevant technol-
ogies—namely: Siemens PLCs, Promotic SCADA software and a custom file-based logging archi-
tecture—to create a fully autonomous and offline-capable system for control, monitoring and data
archiving.

The solution was built to reflect real-world industrial workflows while maintaining modular-
ity and transparency. The control logic allowed seamless switching between automatic and manual
operation, supported alarm handling, and enabled real-time tracking of material flow across the line.
The visualization layer, developed in Promotic, provided a clear, role-based interface with differen-
tiated access for operators and administrators.

One of the most important contributions of this project is the implementation of structured
local storage that requires no internet connection, external database, or third-party services. All rele-
vant process data—product movements, system alarms, and user actions—are logged in human-read-
able files, organized by date and type. This not only ensures long-term maintainability but also ad-
dresses key cybersecurity concerns by keeping the system fully offline and self-contained.

The solution was tested extensively and proved to be reliable, scalable within its scope, and
user-friendly. It offers a viable reference model for:

o Educational labs simulating real production environments.
o Small-scale industrial operations requiring traceability without cloud dependencies.
o Isolated or secure facilities where external data transmission is undesirable.

All project objectives were met, and the system behaved as expected under both normal and
fault conditions. Furthermore, the experience gained during development suggests several promising
directions for future research, including:

o Integration with external databases or web-based dashboards.
e Migration from flat-file storage to structured formats (e.g., JSON, SQLite).
¢ Implementation of remote diagnostics and predictive analytics.

In conclusion, the project demonstrates that it is feasible to build a compact and secure data
acquisition platform using readily available automation tools and simple design principles. Such sys-
tems can contribute to increased transparency, process understanding, and educational value in the
field of modern industrial automation.

61



B Filip Zemla, Jan Cigdnek

A Acknowledgement

This research was funded by the Slovak Agency for Research and Development - grant No.

APVV-21-0125, by the Cultural and Educational Grant Agency of the Ministry of Education, Re-
search, Development and Youth of the Slovak Republic KEGA 021STU-4/2024, and by the Scien-
tific Grant Agency of the Ministry of Education, Research and Sport of the Slovak Republic No.
1/0637/23 and 1/0045/25.

A References

(1]
(2]

62

Ciganek, J., Zemla, F.: PLC systémy v mechatronike. (PLC systems in mechatronics)

2023. ISBN 978-80-8208-097-4.

Kuzdak, V.: Optimalizacia vyrobnej linky ako stucast’ vyrobného procesu.

(Production line optimization as part of the production process) [online].
https://www.sjf.tuke.sk/umpadi/taipvpp/2008/index.files/Priemyselne _inzinierstvo/kuzdak.pdf
Duchon, F. Babinec, A. Dekanova, M. Mudrak, M. Korec, S.: Metodoldgia na testovanie nabehu
vyrobnych liniek (1). (Methodology for testing the start-up of production lines) [online].
https://www.atpjournal.sk/novetrendy/metodologia-na-testovanie-nabehu-vyrobnych-liniek-
1.html?page id=27597

BPS - Bratislavsky parkovaci systém. Parkovanie v Bratislave. (Bratislava parking system.
Parking in Bratislava) [online], January 15, 2025, https://paas.sk

Promotic. Promotic [online]. https://www.promotic.eu/cz/

Hegediis, T., Varga, 1. and Abonyi, J.: Development of a SCADA system using open-source
technologies. Periodica Polytechnica Electrical Engineering and Computer Science, vol. 63, no. 1,
pp. 14-21,2019. DOI: 10.3311/PPee.13279

Leitdo, P., Karnouskos, S., Ribeiro, L., Lee, J., Strasser, T. and Colombo, A.W.:

Smart agents in industrial cyber—physical systems. Proceedings of the IEEE, vol. 104, no. 5,
pp. 1086-1101, 2016. DOI: 10.1109/JPROC.2016.2521931

Wollschlaeger, M., Sauter, T. and Jasperneite, J.: The Future of Industrial Communication:
Automation Networks in the Era of the Internet of Things and Industry 4.0. IEEE Industrial
Electronics Magazine, vol. 11, no. 1, pp. 17-27,2017. DOI: 10.1109/MIE.2017.2649104
El-Halwagi, M.E.: Design of a SCADA System for Real-Time Industrial Process Monitoring
and Control. International Journal of Computer Applications, vol. 182, no. 4, pp. 21-26, 2018.
Swapan, B.: Plant intelligent automation and digital transformation. 2022.

ISBN 978-0-323-90246-5.

Gérer, A. et al.: Montazna linka sa spaja s menom Ford.

(The assembly line is associated with the Ford name)

In: AT&P journal. ISSN 1336-233X, 2003, vol. 9, p. 12-13.

Motion Control Tips a Design World Resource What Are IEC 61131-3 and PLCopen [online].
https://www.motioncontroltips.com/iec-61131-3-plcopen/



Local Storage of Data from the Production Process

A Authors

Ing. Filip Zemla, PhD.

Faculty of Electrical Engineering and Information Technology,

Slovak University of Technology in Bratislava, Slovakia

filip.zemla@stuba.sk

Researcher and full-stack developer. He received the diploma and PhD. degree
in Automatic Control from the Faculty of Electrical Engineering and Infor-
mation Technology, Slovak University of Technology (FEI STU) in 2023. His
current work focuses on the virtualization and optimization of modern manu-
facturing processes, with a strong background in SCADA systems, database
technologies, back-end development and front-end development. In addition to
his academic background, he actively works as a full-stack developer, combin-
ing industrial automation with advanced software engineering skills.

Ing. Jan Ciganek, PhD.

Faculty of Electrical Engineering and Information Technology,

Slovak University of Technology in Bratislava,Slovakia

jan.ciganek@stuba.sk

He was born in 1981 in Malacky, Slovakia. He received the diploma and PhD.
degree in Automatic Control from the Faculty of Electrical Engineering and
Information Technology, Slovak University of Technology (FEI STU) in Brati-
slava, in 2005 and 2010, respectively. He is now Assistant Professor at Institute
of Automotive Mechatronics FEI STU in Bratislava. His research interests in-
clude optimization, robust control design, computational tools, SCADA sys-
tems, big data, and hybrid systems.

63



. Filip Zemla, Jan Cigdnek

64



International Journal Volume 14, Number 1, July 2025
Information Technology Applications (ITA)

REPORT OF 32" INTERNATIONAL CONFERENCE
2025 CYBERNETICS & INFORMATICS (K&I)

Mikulov, Czechia, February 2-5, 2025

organised by
Slovak Society of Cybernetics and Informatics

under the auspices of
Faculty of Electrical Engineering and Information Technology,
Slovak University of Technology in Bratislava, Slovakia

The conference focuses on presentation of latest development in control engineering, information
technologies and related multidisciplinary fields in line with current development trends in Industrial
Internet of Things (IoT). The conference provides a general forum for researchers, university teachers
and users dealing with practice of control and Information Communication Technologies (ICT).

Conference papers may range from theoretical works to engineering applications. This conference is
held every two years, changing various places in Slovakia and Czechia countries. The next event
should take place in 2027.

Papers are invited within the following fields: 9
K&l ’°25
e  Methods and algorithms for modelling and control.
e New information and communication systems.
o Embedded, distributed and networked control systems.
e  Cyber-physical systems, cloud computing, Big Data and extended reality.
e Artificial Intelligence.

65



B Report of 32" International Conference 2025 Cybernetics & Informatics (K&I)

The IEEE conference 2025 CYBERNETICS & INFORMATICS (K&I°25) held in Mikulov, Czechia
from January 2™ to January 5" 2025 is at the same time the 32" International conference
CYBERNETICS AND INFORMATICS traditionally organized since 1967 by the Slovak Society
for Cybernetics and Informatics at the Slovak Academy of Sciences (SSKI), the national
representative of Slovakia in the International Federation of Automatic Control (IFAC) and the
European Association for Artificial Intelligence (EurAl). Conference webpage and proceedings:

https://ki2025.sski.sk/
https://ieeexplore.ieee.org/xpl/conhome/10915751/proceeding

ISBN 979-8-3315-4180-4
IEEE catalog number CFP25E30-USB

The K&I’25 conference is organized in cooperation with the Faculty of Electrical Engineering and
Information Technology of the Slovak University of Technology in Bratislava, Institute of
Informatics at the Slovak Academy of Sciences and supported by important Slovak companies
engaged in the research, development and application of complex control systems, informatics and
communications, IoT and artificial intelligence.

The conference focuses on presentation of advanced control methods and algorithms, their
integration into modern plants with the support of information and communication systems, soft
computing and virtual and augmented reality techniques. The aim is to provide a general forum for
researchers, university teachers and users dealing with practical problems of control and ICT.

The K&I°25 conference attendees were researchers and teachers from Bulgaria, Czech Republic,
Slovak Republic, South Korea and Quatar.

We believe that the IEEE conference 2025 CYBERNETICS & INFORMATICS (K&I’25)
significantly contributed to the exploitation and dissemination of research and development results
in automation, cybernetics, mechatronics, informatics and communication technologies, to increase
the professional level of its attendees and support their scientific work.

We would like to thank all attendees for their inspiring contributions, participation in the conference
and fruitful professional as well as informal discussions.



https://ki2025.sski.sk/
https://ieeexplore.ieee.org/xpl/conhome/10915751/proceeding

Report of 32" International Conference 2025 Cybernetics & Informatics (K&I) ]

Invited Talks of the K&I Conference

A Petri Nets and Object-Centric Processes in Software Engineering

Gabriel Juhas
Faculty of Informatics, Pan-European University, Bratislava, Slovakia

Abstract: In this plenary talk, we discuss the role of Petri Nets and Object-Centric Processes in recent
development of Software Engineering. Namely, we illustrate how extended Petri nets can be used to
define a low-code language for modelling and development of software systems and web applications
based on object-centric processes. Among others, we define key requirements for a low-code
language for object-centric processes with forms. Such a language should enable to model object-
centric processes consiting of data attributes, the life cycle of data attributes given by a workflow of
tasks, and forms linked to these tasks consisting of subsets of data attributes. In addition, we specify
requirements for handling events related to artifacts of object-centric processes, namely process
instances, data fields, and tasks, resulting in a class of discrete event systems. We also discuss how
roles specifying which users can trigger events should be represented within such a language. Finally,
we outline requirements for a query language capable of searching on object-centric processes and
their tasks. We also provide a prototype of such a language based on Petri nets enriched by data
attributes, called Petriflow. Finally, we give an illustrative example of an application implemented
using presented low-code language Petriflow.

A Adapting Technology to the Post-Quantum and Hybrid Warfare Era:
Key Research Trends and the Role of the 6G PHYSEC Project

Peter Farkas

Institute of Multimedia Information and Communication Technologies,
Faculty of Electrical Engineering and Information Technology,

Slovak University of Technology in Bratislava, Slovakia

Abstract: This plenary talk addresses the primary challenges of adapting digital technologies to the
post-quantum era in connection with development of 6G infrastructures. Particularly it highlights the
research problems in the area of 6G massive machine-type communication security, as well as the
protection of information in cloud environments. The talk outlines current research trends that aim
to mitigate these challenges and pave the way for the successful implementation of 6G technologies.
These include:

e Regeneration coding for cloud systems.
e Physical layer security.

o Integrated sensing and communication.
e Quantum key distribution.

e  Quantum communication.

Finally, the objectives of the COST Action CA22138 project, titled Physical Layer Security for
Trustworthy and Resilient 6G Systems (6G PHYSEC), will be presented. The project aims to address
several of the aforementioned challenges and contribute to the development of secure and resilient
6G systems.
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