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Abstract:

In the past, software distribution was one of the tougher problems for independent developers. With the
rise and ubiquitousness of broadband internet connectivity, this problem has been solved as these de-
velopers have the ability to directly distribute software updates to their customers. As the focus is on
fast-paced software delivery, they may lack practical knowledge in some other, more subtle aspects of
software distribution, e.g. information security.

Our hypothesis is that there is a lack of security auditing before the final distribution. Using a controlled
environment, we analyzed outgoing network traffic to identify the communicating during update se-
quence.

We used acquired data to identify a specific service that serves software update packages. After we
identified the service, we tried to force the software to use our modified service, download a modified
update package and execute it. As we were able to succeed, this outcome fully supports our above as-
sumptions.
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A Introduction

In the last decades, the software development and distribution process has evolved consider-
ably. In the past, before the abundance of broadband internet connectivity, the software distribution
was handled by stone and mortar shops or postal services. One had to buy a physical medium con-
taining the desired software. Delivery of regular patches was on the edge of unthinkable. The focus
of the software development was to build and deliver a finalized working product. After the release
the work would shift to building a newer version with a new functionality or a different product
altogether.

After the emergence of the internet, new pathways for the software delivery became apparent.
Potential clients may buy the software online, download it, install and use it nearly instantaneously
[1]. If a problem with the software that warrants a new version arises, it is quite easy to download
and apply the patch. Most modern applications contain a self-update mechanism that periodically
checks if any update is available and install it.

As the updates on the top of new functionalities may contain fixes for newly discovered se-
curity issues, prompt installation of the software updates is considered a best practice [2]. But can
we consider it to be safe in any situation? We will discuss some possible scenarios where it may have
some undesirable effects.
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A 1 Hypothesis

The independent software studios or individual software developers have always existed, but
the spread of the public / consumer internet access broadened the field for alternative software deliv-
ery methods and allowed the independent developers to thrive without the need to worry about the
logistics of the distribution of physical installation media.

Our hypothesis is that as independent software developers focus mainly on software develop-
ment and functional testing, there may be lack of attention to other parts of the software delivery life
cycle. Security may be perceived as an unnecessary overhead and their quality assurance processes
may have severely limited or entirely missing security auditing. As a result, many unpatched and
overlooked security issues may exist. We also suspect that there may be a lack of understanding of
the consequences of delivering insecure products on the creator’s side.

In this work we will focus on one of the possible attack vectors on the update process.

A 2 Approach Description

Our intention is to show that some ways to influence a software update process with undesirable
outcome for the software user do exist. To manipulate the process, we need to have some insight into it
- how it works, where does it connect, which protocols the process uses. There are more ways to achieve
this - direct reverse engineering or de-compilation of the software application or black-box testing [3].
We will apply the black-box approach.

The first step will be to passively capture the network traffic, identify relevant protocols, encryp-
tion and endpoints for transmission. The result may help us to identify some weak points in communi-
cation. There are a lot of tools available already, commercial and open source. We will use the open-
source network analyzer - Wireshark.

After successful identification of the communication protocols used, we will try to identify and
analyze the update payload, its structure and content.

After the analysis phase, if we gather enough information, we will proceed to the “attack” phase.
In this phase we will try to create a modified update package, and we will try to force the application to
connect to our specially constructed service endpoint, download the modified package and apply it.

Before we start, we have to select software to analyze. One class of software products that depend
on rapid updates are - computer games developed by both large and independent game companies which
rely on the recent “early access” paradigm [4]. Releasing a game as “early access” is in the essence - a
commercial release of an unfinished product. Potential client pays for the promise that he will get a
finished product in the future and while using the unfinished product, and that he may be a part of the
development (you pay to be a beta tester of a game, and you can keep your license after the product is
finished).

A 3 Analysis

After careful consideration as the first software to analyze, we have chosen a factory building
game developed by an independent game studio. The game has been at the time of analysis under heavy
development but quite stable and already available as early access. As we were unable to acquire the
studio's consent at this moment, we will not disclose more information about the game and will refer to
it as The Game.
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3.1 Update Sequence Analysis

As the (Fig.1) shows, the update mechanism first uses DNS to resolve two addresses - up-
dater.thegame.net and dl.thegame.net. After this step it uses a TLS encapsulated communication channel
to connect to these two servers. After trying to connect to these addresses, it is apparent that the first is
an authentication service and the second is an address of a content delivery network that caches and
provides a worldwide accelerated access to the update packages.

The Transport Layer Security (TLS) [5], if implemented correctly, provides robust security over
while communicating over other networks. It relies on cryptographic algorithms and if a party provides
a cryptographic certificate, the other party can verify the counterpart's identity.

2211 40. B .8, 80 Standard query 0x434e A updater. s

2212 40.575.. 192.168.0. DNS 80 Standard query @xa®50 AAAA updater.

2213 40.575.. 192.168.0. DNS 206 Standard query response 0x434e A updater. CNAME cellular-
2214 40.575.. 192.168.0. DNS 207 Standard query response 0xa056@ AAAA updater. CNAME cellul
2219 40.720.. 192.168.0. TLSv1.3 583 Client Hello (SNI=updater. )

2258 44.392.. 192.168.0. DNS 80 Standard query ©0x136d A updater.

2259 44.392.. 192.168.0. DNS 80 Standard query ©xd712 AAAA updater.

2260 44.392.. 192.168.0. DNS 206 Standard query response 0x136d A updater. CNAME cellular-
2261 44.392.. 192.168.0. DNS 207 Standard query response 0xd712 AAAA updater. CNAME cellul
2265 44.521.. 192.168.0. TLSv1.3 583 Client Hello (SNI=updater. )

2278 45.803.. 192.168.0. DNS 75 Standard query ©xa5c2 A dl.

2279 45.003.. 192.168.0. DNS 75 Standard query @x3bdf AAAA d1.

2280 45.803.. 192.168.0. DNS 161 Standard query response 0xa5c2 A dl. CNAME 1079511985.rsc
2281 45.0848.. 192.168.0. DNS 113 standard query response 0x3bdf AAAA dl. CNAME 1879511905.
2285 45.076.. 192.168.0. TLSv1.3 583 Client Hello (SNI=dl. )

Fig.1. Network traffic captured using Wireshark - DNS queries and TLS connections
to the update server are easily visible.

After the package is downloaded, it is applied to the game, the game is restarted automatically,
and the player may enjoy it. The whole update flow is visualized on the sequence diagram on (Fig.2).
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Fig.2. Communication flow during the update process.
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To better understand the communication between the game and the update servers, we need to
see what is inside of it, and how it works. The easiest way to do it is to prepare a Manipulator-in-the-
Middle [6] attack environment to intercept the communication between The Game and the legitimate
update server as shown on the (Fig.3).

We will redirect the DNS requests to a DNS server under our control. As the game depends on
the operating system to do address resolution, it has no direct authority about it. Our DNS will reply with
an [P that redirects the game to our fake update server. This web/proxy server that will transparently
forward the requests to their desired destination, logs the whole communication and keeps the transmitted
data fragments.

The game successfully connects to our server. The connection to our update server is secured by
TLS, but it has no valid certificate as no certificate authority would provide us with a valid certificate
without any proof that we are the rightful owners of the domain. (Un)fortunately, the validity of the
certificate is never verified - and this is the first security problem, that in principle nullifies the confiden-
tiality of the resulting connection.
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Fig.3. Network traffic during the analysis phase.

As the first step the game checks for available update packages, then downloads an update pack-
age for the current version. At this moment we have enough information about the update process and
may proceed with the next step - inspection of the update payload.

3.2 Payload Structure
The captured payload is a single ZIP file containing differential data. The ZIP file contains a
JSON file describing metadata about the package and all file operations required to update The Game to

the new version as shown in (Fig.4). It also contains all the files that need to be updated. One of these
files is an executable file thegame.exe that is used to start The Game (Fig.5.).
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{
"type": "update",
"package": "core_expansion-winé4",
"version":

| K
}l
"apiVersion": 1,
"membership": "transport-belt-repair-man",
Ilauthopll: n n
"contact": " n'
Ilwwwll: n n
"description”: " update package (core_expansion-winé4 2.0.27 — 2.0.28)",
"files":

[

{
"file": "_PATH__executable__/ ",
"action": "differs",
"old_crc": 3885279022,
"crc": 2396609988
}l

{
"file": "_PATH__executable__/ .pdb",

Fig.4. Description of the update package in JSON format.
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Fig.5. File list of the update ZIP archive.

We expected to find some kind of code signature [7] but we were unable to find it anywhere in
the ZIP file or the contained JSON. Only Cyclic Redundancy Check sums are provided for some files.
Without this information The Game will be unable to check the validity of the patch. This implies that
the game developer has complete trust in the underlying infrastructure or delegates communication se-
curity to the often-non-IT-professional, user.

A 4 Attack Phase

After gathering this information, we may proceed with the “attack” phase. In this phase we will
re-use the prepared network environment from the analysis phase. The web server will behave differently
and will not resend the update requests but will serve the modified payload instead.
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4.1 Payload Modification

We must prepare a modified payload that will pass the internal checks of The Game. Fortunately
for us, as we discovered earlier, they are missing. The payload will contain only our specially prepared
non-malicious executable file that will display an error message and a simple JSON file describing the
installation steps (Fig.6.):

1. delete the existing executable
2. replace the executable with our version

"www": "http:// ",

"description”: " update package (core_expansion-winé4 2.0.27 — 2.0.28)",
"files":
[
{
"file": "_PATH__executable__/ .exe",
"action": "removed"
}l
{
"file": "_PATH__executable__/ .exe",

"action": "added"

].

Fig.6. JSON description of the modified update package.

4.2 Modified Update Process

After the game requests an update, the modified payload is delivered by our server. And this is a
second security problem. The implemented update process lacks any authenticity verification, and the
payload is trusted without any kind of validation. After the update sequence is completed, the modified
payload is executed without any additional user interaction and the target application is compromised.
The whole update sequence is shown on (Fig.7).

We have tested this vulnerability on all the major PC operating systems (Windows, macOS and
Linux) and succeeded. Even the macOS and Windows built-in security protection against executing an
unknown program (Gatekeeper, resp. AppLocker) is not triggered. As the user is aware that an update is
in progress, even a privilege escalation may be possible.

4.3 The Fix by the Developer

We have reported the issue to the developer, and it has been fixed a few days later. The update
now checks the certificate validity and displays a technical warning that the certificate cannot be verified
but older unpatched versions of The Game are still available on the developer’s website.

While reporting the issue we stumbled upon an older bug report from 2013 that described the
same issue, but the conclusion of the team somehow missed the point as “only authentication token may
be disclosed, the bug will be fix in the future”, but it finally ended in a “not a bug” basket without any
further resolution.
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Fig.7. Sequence diagram of the update process with deployment of a modified update package.

A Conclusion

The success of this attack confirms our hypothesis about the lack of security focus on the
game developer’s part, the old bug report even hints that event the consequences of insecure
processes are misunderstood. While ignoring the security of the update process, the game may be
used as a backdoor to the end-user’s computer. As the game is already installed and trusted by the
operating system, there is no warning about new executable being installed. If a malicious actor
abuses this, the outcome may be quite harsh. User's data may be compromised, deleted, encrypted
(ransomware) or a remote access toolkit may be installed.

Information security means balancing the three aspects known as a CIA triad [8] -
confidentiality, integrity and availability. Our demonstrations shows what happens if some of these
aspects are neglected. To mitigate this type of blunders the game studios should consider employee
training in the field of information security and do a regular security audit by a professional third-
party auditor.

As this attack relies on the control of the DNS server it is more probable to be deployed in
public Wi-Fi scenarios or compromised networks. This implies that any software update should be
executed only in a trusted network environment. Also this attack may not be a generic attack but
more in the area of spear phishing.

Possible Next Steps

In this work we focused the on a game from the “indie” scene. But what about the A+ titles?
How about security updates deployed by different digital distributions or stores” (Steam, Epic,
GOG, Origin, Battle.net, etc.)? And we need to remember that this problem may not be limited to
games. This work consisted of a lot of manual steps. Is there a way to automatize it? These are the
first areas to consider for further analysis that come to mind, but there may be more.
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